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stract

ep learning has become integral to medical imaging, but its tendency to memorize training data poses serious risks for patie
ivacy. Machine unlearning offers a potential remedy by revoking sensitive information, yet existing approaches face three ke

itations: (1) they often achieve only output-level changes while residual feature representations remain; (2) they rely on batc
raining, making real-time removal of individual patient images infeasible; and (3) they lack rigorous metrics to verify forgettin
feature space. We propose AdaptForget, a domain-adaptive feature-level unlearning framework for privacy-preserving medic
age analysis. AdaptForget introduces out-of-distribution (OOD) guidance to disentangle forgotten data from retained data
feature manifold, supported by a theoretical feature-level unlearning bound. To prevent feature collapse, we design an OOD

iven feature–output disentanglement loss that enforces structured removal of forgotten data. To enable timely revocation, w
rmalize the task of single-entry forgetting, allowing immediate erasure of individual patient records. For objective auditing, w
opose the isolation verification distance, a novel metric that quantifies feature separation and provides interpretable evidence o
rgetting. Extensive experiments on four medical imaging benchmarks (histopathology, retinal fundus, dermatology, and OCT) a
ll as complementary healthcare record datasets demonstrate that AdaptForget achieves state-of-the-art privacy protection whi

eserving model utility. Code is publicly available at https://github.com/wangbrav/AdaptForget.

ywords: Healthcare, Single-entry Data Forgetting, Feature-level Unlearning, Machine Unlearning.

Introduction

Revoking personal private data is a fundamental human right,
pecially in healthcare where patient privacy is paramount.
e increasing digitalization of the healthcare sector has made
more vulnerable to cybersecurity incidents, exposing sensi-
e patient data to heightened risks of cyberattacks (ENISA,
23; Lampropoulos, 2023). Data breaches are escalating both
frequency and severity; from 2015 to 2022, 32% of all
orded breaches occurred in healthcare, leading to the most

stly incidents over the past 13 years (Security Intelligence,
23). This alarming trend has been intensified by the COVID-
pandemic, with breached records surging to 133 million
2023 (Muthuppalaniappan, 2021; HIPAA Journal, 2023).
2024, the largest breach affected over 11 million individ-

ls, marking it as the second-largest healthcare data breach
record (HIPAA Journal, 2023). Many EU countries are in-

sting substantially in advanced e-health tools and applica-
ns to enhance healthcare services (Greer, 2022). Significant
allenges remain despite mitigation efforts and legislation like

European Union’s GDPR and the United States’ HIPAA

∗These authors contributed equally to this work.
∗Corresponding author.

Email addresses: wbz99@sina.cn (Benzheng Wei),
n.gao@kaust.edu.sa (Xin Gao)

advocating for “the right to be forgotten” (Voigt, 2017; U.S
Congress, 1996). The core challenge is that these measure
alone are insufficient to fully safeguard patient privacy again
modern technologies like deep learning due to the memoriz
tion ability.

Deep learning is transforming the healthcare sector (Alowai
2023), with Google’s AI systems for detecting diabet
retinopathy (Gulshan, 2016) and predicting acute kidney in
jury (Tomašev, 2019). However, deep neural networks’ abili
to memorize training data makes them susceptible to leakin
patient sensitive information. Various attacks (Shokri, 201
Fredrikson, 2015) can recover sensitive patient informatio
from deep neural networks, including but not limited to ment
health conditions, substance abuse histories, rare diseases, iden
tifiable facial features, unique anatomical features, genetic pr
dispositions, and other confidential medical details. Machin
unlearning, which aims to delete specific data records from th
memory of trained deep learning models without the need fo
full retraining (Zhou, 2023; Bourtoule, 2021; Nguyen, 2022
has emerged as a potential solution to these privacy concern
Although a variety of model-agnostic (Bourtoule, 2021; Ch
2024), model-specific (Baumhauer, 2022; Schelter, 2021), an
data-centric machine unlearning techniques (Bourtoule, 202
Tarun, 2024; Graves, 2021) have been proposed, the lack o
completeness, timeliness, and objectivity, has prevented m
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ine unlearning algorithms from robust protection of health-
re data.
Systematic analyses (Zhou, 2023; Nguyen, 2022; Qu, 2023)
state-of-the-art (SOTA) machine unlearning in healthcare

er the past 10 years highlight three bottleneck issues hinder-
meaningful progress: incomplete forgetting, lack of real-

e forgetting capabilities, and poor metrics for evaluating
rgetting completeness. As a result, the healthcare industry
ten resorts to retraining models from scratch after deleting

records that must be forgotten to ensure complete data re-
val (Nguyen, 2022; Bourtoule, 2021; Graves, 2021). While

rrent SOTA machine unlearning algorithms in healthcare of-
report high revocation success rates (e.g., p-value < 0.01)

ainst ensembled membership attacks (EMA) (Huang, 2021),
se success rates primarily reflect performance on output-
el forgetting, where the output distributions of the forgotten
ta differ from those of the retained data (Tarun, 2023; Cha,
24; Foster, 2024; Zhou, 2023). However, when evaluated
r the degree of disentanglement in latent feature space, about
% of the forgotten points remain entangled with the retained
ints (see Appendix A for a proof of feature entanglement).
is leaves room for various feature-level attack techniques
recover patient privacy information, such as feature inver-
n attacks (Dosovitskiy, 2016; Mahendran, 2015), gradient
kage attacks (Zhu, 2019), attribute inference attacks (Ganju,
18), and knowledge distillation attacks (He, 2019).
Although batch data forgetting is commonly studied, it is of-

necessary to forget single-entry data individually to enable
l-time revocation of patient data without waiting for a batch
accumulate. Accordingly, we propose the new concept of
gle-entry data forgetting that allows immediate compliance
th data removal requests. It is crucial in dynamic health-
re environments where individual patient data may need to

withdrawn at any time, particularly those related to rare
eases, sensitive conditions, or histories of substance abuse.
e illustration comparison between batch data forgetting and
gle-entry data forgetting can be seen in Figure 1a (see Ap-
ndix B for a full discussion). However, revocation of single
try data is more difficult (as current SOTA algorithms report
value = 1 (Zhou, 2023)) due to the complex interdependen-
s between data points in the manifold space (Serra, 2018) and
lack of precise audit metrics (Shokri, 2017; Zhou, 2023).

mmon audit metrics are accuracy, F1 score, and EMA (cal-
lating the p-value of correctness, confidence, and entropy) as
imary metrics (Zhou, 2023). Since these metrics evaluate the
rgetting degree at the output space, improvements in these
trics do not necessarily translate into improvements in the
ture space (see Appendix C for a summary of metric issues).
To address the above-mentioned three key issues of incom-
te forgetting, limited timeliness, and lack of auditability si-
ltaneously, we present AdaptForget: a medically motivated
mework with a modality-independent, transferable mecha-
m for domain-adaptive feature-level machine unlearning in
lnerable healthcare applications. AdaptForget uses a teacher-
dent framework where a teacher model trained on the full
taset distills knowledge to a newly initialized student model
t is trained on a subset of the training with limited itera-

tions. To enable AdaptForget to achieve complete forgettin
we employ an out-of-distribution (OOD) data-driven featur
output disentanglement mechanism to revoke the forgotten da
at the feature level and the output level. The key innovatio
is that we introduce OOD data to learning the domain-invaria
representations, allowing the model to disentangle the forgotte
data from the retained data at the feature level (Figure 1b). Th
input to AdaptForget consists of the retaining data, the forgotte
data, and the OOD data that can represent and control the un
learning direction in high-dimensional feature space, as show
in Figure 1c. This design not only enables complete forgettin
of groups of data but, more importantly, allows for single-entr
data forgetting in real time because the complex interdepen
dencies between a single point and others are broken such th
each patient record is fully removed from the model’s learne
representations. Finally, we propose a new audit metric to ad
dress poor metrics issues. This metric quantitatively assesse
the completeness of forgetting at the feature level by measurin
the feature distance between the forgotten data and its neare
neighbors. AdaptForget is fundamentally shaped by three clin
ical deployment constraints (feature-level erasure obligation
multi-center OOD distribution shift, and prohibitive retrainin
costs) that co-occur most severely in medical AI.

We summarize our principal contributions as follows.

• To the best of our knowledge, we are the first to rigorous
define and analyze the challenges associated with singl
entry data forgetting in healthcare.

• We propose the domain-adaptive feature-level unlearn
ing framework and OOD-diven feature-output disentan
glement loss to enforce structured unlearning, ensurin
that forgotten data is irreversibly erased from both featu
representations and model predictions.

• We propose the first feature-level audit metric that quant
tatively evaluates the extent of feature disentanglement b
measuring manifold distance between forgotten data an
nearest retained counterparts.

• We validate AdaptForget on seven diverse healthca
benchmarks, demonstrating state-of-the-art performanc
in both batch and single-entry forgetting.

2. Related Work

2.1. Machine Unlearning
Machine unlearning has emerged as a critical research are

that aims to enable deep learning models to erase specific da
records while preserving overall performance. Existing ap
proaches can be broadly classified into three categories: mode
agnostic, model-specific, and data-centric methods (Nguye
2023). Model-agnostic techniques, such as Instance-wis
Unlearning (Cha, 2024), FisherForgetting (Golatkar, 2020
AFS (Zhou, 2023) and SSD-Tuning (Foster, 2024), apply gen
eral unlearning mechanisms that are independent of model a
chitecture, typically using weight perturbation, adversarial in
stance training, or selective parameter dampening. Mode
specific methods leverage the unique properties of particul

2
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ure 1: An overview of the AdaptForget framework that improves completeness, timeliness, and objectivity through real-time forgetting and feature-level unlear
. a Comparison between batch data forgetting and single-entry data forgetting. Batch data forgetting needs waiting for batch collection, in contrast, single-ent
a forgetting enables real-time forgetting of forgotten data one-by-one. b Comparison between output-level unlearning and feature level unlearning. Output-lev
earning aims to make the output distributions of forgotten data differ from the retained data, while feature-level unlearning can remove the complete informati
the feature space. c The overall architecture of the AdaptForget framework. The system leverages a teacher-student model paradigm. The teacher model, train
the full dataset, transfers knowledge to the student model. d The overall representation of domain discriminator enabling that forgotten data points are effective
fted towards the out-of-distribution (OOD) data. e Audit process using isolation verification distance, measuring manifold distance between forgotten data a
rest retained counterparts.

hitectures, such as pruning decision trees (Schelter, 2021) or
learning via final-layer reconfiguration (Goel, 2022). Data-
ntric approaches, including SISA (Bourtoule, 2021) and Am-
siac Unlearning (Graves, 2021), manipulate training data be-
re or during the learning process to facilitate more efficient
rgetting. Although these methods have shown effectiveness

in controlled environments, they focus mainly on output lev
unlearning by modifying prediction distributions rather tha
achieving deeper structural modifications in the model featu
space.

Our work addresses key limitations of existing unlearnin
methods in healthcare by shifting from output-level modific

3
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ns to feature-level disentanglement. Traditional approaches
ve sensitive patient data embedded in feature representa-
ns, making them vulnerable to inversion and leakage at-
ks (Dosovitskiy, 2016; Zhu, 2019; Ganju, 2018). To resolve
s, we introduce OOD-driven domain adversarial training to
force domain-invariant feature unlearning, ensuring complete
entanglement of forgotten data. Unlike batch-based meth-
s that delay compliance with privacy regulations, AdaptFor-
t enables real-time single-entry forgetting, allowing immedi-
removal of individual records without compromising model

egrity. Furthermore, existing audit mechanisms lack feature-
ace verification. To address this, we propose the isolation ver-
cation distance, which quantifies the separation of forgotten
d retained data in the feature space, offering an objective as-
ssment of the completeness of unlearning. These innovations
tablish AdaptForget as a principled and practical solution for
ivacy-preserving machine unlearning in healthcare.

. OOD-based Learning
Out-of-Distribution (OOD) learning refers to a class of ma-
ine learning techniques that aim to generalize beyond the
ining distribution, enabling models to detect, adapt to, or
neralize across data that significantly deviates from the orig-
l training set. OOD learning has been extensively studied
two major directions: OOD detection and OOD general-
tion (Lu, 2024; Zhao, 2023; Han, 2022a). OOD detection

cuses on identifying whether a given input falls outside the
ining distribution, which is crucial in applications such as
dical diagnosis, autonomous driving, and security-sensitive

stems (Yang, 2024). Traditional approaches include classi-
ation methods that design a scoring function to measure the
certainty of test data (He, 2024; Gomes, 2022), and density-
sed methods that model the ID distribution using proba-
istic models and consider test data in low-density regions
OOD data (Jiang, 2022; Zhang, 2021; He, 2022; Gomes,
22). OOD generalization, on the other hand, aims to en-
nce model robustness when encountering data distributions
t differ from the training environment (Han, 2025). Domain

neralization (DG) (Zhou, 2022; Robey, 2021) and domain
aptation (DA) (Han, 2022b; Ganin, 2016; Han, 2023) are two
y strategies in this area. DG methods attempt to learn in-
riant representations that can generalize to unseen domains
thout requiring labeled target data, often using adversarial
ining (Li, 2018b) or meta-learning techniques (Li, 2018a).

methods leverage labeled source domain data to adapt to
unlabeled target domain, commonly through domain adver-

rial training (Ganin, 2015), self-training (Liu, 2021), or con-
stive learning (Thota, 2021). In healthcare, OOD generaliza-
n techniques are widely adopted to improve model robust-
ss across different patient demographics, imaging devices,
d clinical settings (Guan, 2021; Li, 2020).
Despite progress in OOD-based learning, our work is the first
introduce OOD-based learning into machine unlearning, ad-
essing a crucial gap in privacy-preserving machine learning.
like prior OOD detection methods that identify anomalous
uts or OOD generalization techniques that aim to improve
del robustness, we leverage OOD learning as a mechanism

for feature-level unlearning, using DA strategies to disentang
forgotten data from retained data explicitly.

3. Methodology

Design rationale under medical deployment constraints
AdaptForget is designed around three clinical deployment con
straints that are especially acute in medical AI. First, patien
level removal under HIPAA/GDPR requires erasure beyon
output behavior, since residual feature representations can sti
be exploited via feature inversion or attribute inference attack
directly motivating the OOD-FOD loss for feature-level forge
ting. Second, clinical data are routinely collected across in
stitutions with heterogeneous scanners, acquisition protocol
and patient populations, so unlearning must preserve diagnost
generalization under multi-center OOD shift, motivating stru
tured OOD selection rather than arbitrary noise. Third, fu
model retraining in regulated clinical environments incurs r
peated ethical approval and data governance overhead, mak
ing post-hoc, single-forward-pass deletion efficiency essentia
which motivates the teacher-student update mechanism. To
gether, these three constraints shaped the key design choice
and methodology in AdaptForget.

We begin by introducing the learning set-up, defining batc
and single-entry data forgetting, and comparing output-lev
and feature-level unlearning (Section 3.1). Next, we present th
overall framework of AdaptForget (Section 3.2). We then fo
malize OOD-guided feature-level unlearning, establishing a un
learning generalization bound and proposing the OOD-drive
feature-output disentanglement loss to enforce structured un
learning (Section 3.3). Finally, we introduce the new featur
level audit metric that quantitatively assesses the extent of fo
getting in latent space (Section 3.5).

3.1. Learning Set-Up
In this subsection, we formalize the learning set-up for m

chine unlearning. We first define batch data forgetting and i
single-entry special case, then introduce OOD data, and final
distinguish output-level unlearning from feature-level unlearn
ing. These definitions establish the problem formulation an
terminology used throughout the methodology.

Definition 1 (Batch Data Forgetting). Given a trained dee
learning model hΘ : X → Y with parameters Θ, l
QO = {(xi, yi)}nt

i=1 denote the training dataset and let QF
{(xi, yi)}nf

i=1 ⊂ QO denote the batch to be removed. L
hΘ\QF be the model retrained from scratch on QO \ QF. T
disambiguate notation, let rΘ(x) denote an internal represen
tation, and define the joint feature–output variable ZΘ(x) :(
rΘ(x), hΘ(x)

)
. A machine unlearning algorithm achieve

batch data forgetting if it produces hΘ′ such that the joint di
tribution of representations and predictions on QF under hΘ
is statistically indistinguishable from that of the retrained re
erence, while retaining predictive performance on QO \ QF
Formally,

d
(
Law

(
ZΘ′(X)

)∣∣
X∼P̂QF

, Law
(
ZΘ\QF(X)

)∣∣
X∼P̂QF

)
≤ ε.

(1

4
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Table 1: Summary of Key Notations

Symbol Description

aces & Data

X , Y Input space and label space
(xi, yi) The i-th training sample (input, label)
QO Training dataset / Query dataset overlapped with training set {(xi, yi)}nt

i=1

QF Forget set {(xi, yi)}nf

i=1 ⊂ QO
QNO Never-seen holdout set
OOD Out-of-distribution dataset drawn from Q

istributions

r, Pf , Q Distributions of retained, forgotten, and OOD data
P̂ Empirical distribution over a finite sample

Law(·) Induced distribution (law) of a random variable
d(·, ·) Statistical distance between two distributions

odels & Parameters

hΘ Trained model with parameters Θ
hΘ′ Updated model after unlearning
hΘ\QF Model retrained from scratch without QF
Fθ Feature extractor parameterized by θ
Cϕ Classifier parameterized by ϕ
Dψ Domain discriminator parameterized by ψ
rΘ(x) Internal feature representation of input x
ZΘ(x) Joint feature–output variable (rΘ(x), hΘ(x))

ss Functions & Hyperparameters

L Total training loss
LCE Cross-entropy loss for task classification
LKP Knowledge purification loss

OOD-FOD OOD-driven feature-output disentanglement loss
λ1, λ2 Hyperparameters balancing loss terms

eoretical Quantities

H Hypothesis class of real-valued functions
Rn(H) Rademacher complexity for n samples
dH∆H H∆H-discrepancy between distributions
ϵ̂S(h) Empirical 0–1 risk on sample S
λ Alignment error (ideal joint error of Pr and Pf )
ε, δ Tolerances for statistical-distance and utility constraints
εo, εf Tolerances for output-level and feature-level unlearning

In addition, we require utility preservation on the retained
t: RQO\QF(hΘ′) − RQO\QF(hΘ) ≤ δ. Here Law(·) de-
tes the induced distribution (law) of a random variable, and
·, ·) is a statistical distance, and ε > 0, δ ≥ 0 are given
erances for the statistical-distance constraint and the utility-
eservation constraint, respectively.

finition 2 (Single-Entry Data Forgetting). Single-entry data
getting is a special case of batch data forgetting where
= 1. Given a trained deep learning model hΘ : X → Y , a

ining dataset QO = {(xi, yi)}nt
i=1 sampled from P (x), and

ingle sample (xf , yf ) to be forgotten, a machine unlearning
orithm achieves single-entry data forgetting if it produces
updated model hΘ′ satisfying:

hΘ′(xf ) ≈ hΘ\{xf ,yf}(xf ) , (2)

ere hΘ\{xf ,yf} denotes a model retrained without (xf , yf ).
ditionally, for effective real-time forgetting, the unlearning

ocess should minimize computational overhead, ensuring the
del remains usable in dynamic environments.

finition 3 (Out-of-Distribution (OOD) Data). Let X de-
te the input space and Y the label space. Given a training
taset QO = {(xi, yi)}nt

i=1 sampled from an in-distribution
x, y), we define an OOD dataset as a set of instances

OOD = {(xi, yi)}nd
i=1 drawn from a different distributio

Q(x, y), where P (x) ̸= Q(x). The OOD dataset is used
aid domain adaptation in machine unlearning by aligning i
representations with the forgotten data distribution.

Definition 4 (Output-Level Unlearning). Let hΘ : X → Y be
trained model. Given a training set QO and a forgotten subs
QF ⊂ QO, we say hΘ′ achieves output-level unlearning if th
output distribution on QF matches that on a never-seen holdo
QNO:

d
(
P̂hΘ′ (X) |X∈QF, P̂hΘ′ (X) |X∈QNO

)
≤ εo, (3

here d(·, ·) denotes a statistical distance, and P̂f(X) |X∈S d
notes the empirical distribution of {f(xi)} induced by un
formly sampling x from a finite set S.

Definition 5 (Feature-Level Unlearning). Let rΘ(x) denote a
internal feature representation (e.g., the penultimate-layer em
bedding). A model hΘ′ achieves feature-level unlearning if th
feature distribution of forgotten samples becomes indistinguish
able from that of unseen data:

d
(
P̂rΘ′ (X) |X∈QF, P̂rΘ′ (X) |X∈QNO

)
≤ εf . (4

3.2. The Framework of AdaptForget
Machine unlearning becomes fundamentally more challeng

ing when the forget set collapses to a single entry (|Df | = 1
as the nature of the optimization problem changes qualitative
rather than merely scaling down. Three core challenges emerg
in this regime: (1) Signal Dilutio: the forgetting gradient con
tributes only O(1/|Dr|) to the total gradient, causing it to b
overwhelmed by the retain set; (2) Ill-Posed Forgetting Targe
a single data point cannot define a meaningful distribution
align with, making standard divergence-based objectives un
defined; (3) Optimization Instability: single-sample gradien
exhibit high variance and are susceptible to target drift durin
iterative updates.

To achieve complete and verifiable unlearning, we introduc
AdaptForget, a domain-adaptive machine unlearning fram
work designed to ensure that forgotten data is thoroughly r
moved from both the model’s output predictions and its inte
nal feature representations. As shown in Figure 1c, AdaptFo
get adopts a teacher-student learning paradigm, where a stude
model is trained under the supervision of a pretrained teach
model. However, instead of directly inheriting knowledge fro
the teacher model, the student model undergoes a controlle
adaptation process that explicitly removes any influence of th
forgotten data.

Given an initial pre-trained teacher model hteacher, the stude
model hstudent is iteratively trained using a subset of the trainin
dataset while enforcing the unlearning of specific query da
points. The student model consists of the following compo
nents: 1) Feature Extractor Fθ: A deep network parameterize
by θ that learns feature representations of input data. 2) Class
fier Cϕ: A model head parameterized by ϕ that predicts outp
labels based on extracted features. 3) Domain Discriminato
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ψ: A neural network parameterized by ψ trained to distin-
ish between retained data and forgotten data, playing a key
le in ensuring feature-level unlearning.
The student model undergoes adversarial training, where the
ture extractor learns to remove forgotten data dependen-
s while maintaining task performance on the retained data.
e AdaptForget framework is trained by minimizing a multi-
jective loss function, which balances classification perfor-
nce, knowledge transfer, and structured feature-output un-
rning:

min
θ,ϕ

max
ψ

L = LCE + λ1LKP + λ2LOOD-FOD . (5)

ere LCE represents the cross-entropy loss for task classifica-
n, ensuring that the model maintains predictive performance
retained data. The knowledge purification loss LKP refines
teacher-student knowledge transfer by eliminating residual

pendencies on forgotten data (Zhou, 2023). The newly in-
duced OOD-Driven Feature-Output Disentanglement Loss
OD-FOD enforces feature-space alignment between forgotten

ta and OOD data while simultaneously ensuring output-level
ediction consistency. The hyperparameters λ1 and λ2 reg-
te the relative contributions of knowledge purification and
uctured unlearning. Minimization for the feature extractor
rameters θ and classifier parameters ϕ reduces the overall
s, while the maximization for the domain discriminator pa-
eters ψ ensures that the discriminator can effectively distin-

ish between forgotten data and OOD data. The formulation
LOOD-FOD is presented below (Section 3.3), while the com-
te workflow of AdaptForget is detailed in Algorithm 1.

gorithm 1 AdaptForget
quire: Pre-trained teacher model hteacher
quire: Student model hstudent with parameters θ, ϕ, ψ
quire: Query dataset QF = {(xi, yi)}nf

i=1 for forgetting
quire: OOD dataset OOD = {(xi, yi)}nd

i=1

quire: Training dataset QO = {(xi, yi)}nt
i=1

quire: Learning rate η, weight decay coefficient γ, balanc-
ing parameters λ1, λ2, and λ3

sure: Updated student model parameters θ, ϕ, ψ
: procedure ADAPTFORGET
: while not converged do
: Compute the total loss: L = LCE + λ1LKP +
λ2LOOD-FOD.

: Update Student Model Parameters:
: θ(t+ 1) = θ(t)− η

(
∂L
∂θ(t) + γθ(t)

)

: ψ(t+ 1) = ψ(t)− η
(
∂LOOD-FOD
∂ψ(t) + γψ(t)

)

: ϕ(t+ 1) = ϕ(t)− η
(
∂LCE
∂ϕ(t) + γϕ(t)

)

return Updated student model parameters

. OOD-Guided Feature-Level Unlearning
Adaptforget directly addresses the ill-posed forgetting tar-
t challenge by providing a well-defined proxy distribution:

instead of attempting to estimate a distribution from a sing
forgotten sample, we align it with a carefully selected OO
dataset that serves as a stable reference. Specifically, We in
troduce OOD-guided feature-level unlearning, which explicit
forces the feature representations of forgotten data to be aligne
with out-of-distribution (OOD) data. Feature-space forgettin
must be carefully controlled to avoid performance degradatio
A naive approach such as directly disturbing the feature rep
resentations may lead to an uncontrolled shift in the model
learned feature space, resulting in significant feature space co
lapse. OOD-guided unlearning provides a structured forgettin
direction by aligning the forgotten data’s features with those o
OOD data, thereby preserving model stability while ensurin
that forgotten data is effectively erased from the learned repr
sentations.

The selection of OOD data plays a critical role in the effe
tiveness of this approach. Ideally, the OOD data should be su
ficiently distinct from the training data to facilitate feature sep
aration, while remaining within a controlled distribution shift
prevent excessive deviation from the original feature space. W
provide a rigorous empirical generalization bound for OOD
guided feature-level unlearning, where one aims to remove th
influence of a forgotten dataset by aligning it with an OO
dataset, all while preserving performance on a retained datase
Formal definitions of the empirical H∆H-discrepancy, empir
cal Rademacher complexity, and alignment error λ are provide
in Appendix D; we present the main proposition directly below

Proposition 1 (Empirical Feature-Level Unlearning Bound
Consider the batch data forgetting setting (Definition 1) with
hypothesis class H of real-valued functions, and let Rn(H) d
note its (expected) Rademacher complexity for n labeled sam
ples. Suppose we have: QO ∼ Pr,QF ∼ Pf ,OOD ∼ Q, an
a final hypothesis h ∈ H after OOD-guided unlearning. L
ϵ̂S(h) be the empirical 0–1 risk of h on the labeled sample Q
of size n. Let d̂H∆H(P̂r, Q̂) and d̂H∆H(P̂f , Q̂) be the empir
cal H∆H-discrepancies estimated from unlabeled samples fo
QO,OOD and QF,OOD. Then, with probability at least 1−
over the random draw of QO, the following inequality holds fo
every h ∈ H:

ϵPr
(h) ≤ ϵ̂S(h) +

∣∣∣d̂H∆H
(
P̂r, Q̂

)
− d̂H∆H

(
P̂f , Q̂

)∣∣∣
+ λ + 2Rn(H) + 2Rm(H)

+

√
log(2/δ)

2n
+

√
log(2/δ)

2m
.

(6

See Appendix D for the proof.

Theoretical Contributions. While Proposition 1 employ
standard theoretical tools (Rademacher complexity and H∆H
discrepancy), its key contribution lies in the problem fo
mulation rather than the proof techniques. Unlike standar
domain adaptation theory, which addresses two-domain sc
narios (source and target), Proposition 1 introduces a thre
distribution framework (retained Pr, forgotten Pf , and OO
Q), formalizing the mechanism of forgetting through OO
alignment at the feature level. This formulation is unique

6
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ture-level unlearning and provides an actionable criterion
r OOD selection: the bound reveals that Q should be suffi-
ntly separated from Pf to enable effective forgetting, while
intaining moderate distance from Pr to preserve model util-
. This theoretical insight directly motivates our Structured
D strategy (detailed below) and establishes a principled

nnection between the generalization bound and our algorith-
c design (the OOD-FOD Loss). Importantly, the proposi-
n addresses feature-level unlearning through the joint vari-
le ZΘ(x) = (rΘ(x), hΘ(x)), filling a critical gap in existing
learning theory, which predominantly provides output-level
arantees.

mark 1 (Tradeoff in OOD Selection for Feature-Level
learning). Proposition 1 quantifies the tradeoff in select-

OOD data for effective unlearning. A more distinct
D distribution Q enhances feature separation by increas-
dH∆H(Pf , Q), facilitating the removal of forgotten data.

wever, if Pr and Q are too divergent, it not only enlarges
∆H(Pr, Q), degrading model generalization, but also indi-
tly increases the alignment error λ (see Appendix D), since

poor alignment can inflate ϵPf
(h∗). This results in residual

pendencies in forgotten data. Conversely, choosing an OOD
tribution Q that is too close to Pf may fail to achieve suf-
ient feature separation, limiting the forgetting effectiveness.
erefore, optimal OOD selection must balance the tradeoff
tween maximizing dH∆H(Pf , Q) for feature separation and
nimizing λ to ensure efficient and trustworthy unlearning.

Inspired by Proposition 1, we propose a principled OOD
lection strategy for effective feature-level unlearning while
intaining model stability. Instead of using arbitrarily un-
ated OOD data, such as natural images (e.g., cats, dogs)
r forgetting CT scans, we generate structured OOD data tai-
ed to the specific modality. For medical images, we intro-
ce controlled corruptions such as Gaussian noise, salt-and-
pper noise, or adversarial perturbations, ensuring that the

D data retains low-level image characteristics while elim-
ting domain-specific semantic information. For tabular clin-
l data, we construct OOD samples by shifting feature dis-

butions through controlled perturbations (e.g., resampling
m altered marginal distributions, injecting synthetic anoma-
s), preserving overall statistical consistency while disrupting
rned feature associations.
To achieve structured forgetting, we introduce the OOD-
iven Feature-Output Disentanglement (OOD-FOD) Loss,
ich enforces both feature-level and output-level alignment

tween forgotten data and OOD data. We denote by z =
(x) the extracted feature representation, Dψ(z) the domain
criminator’s probability of the sample being from the for-
tten data, and Cϕ(z) is the classifier’s softmax output. The
D-FOD loss is defined as:

OOD-FOD =− Ez∼Pf

[
logDψ(z)

]
− Ez∼Q

[
log(1−Dψ(z))

]

+ λ3Ezf∼Pf ,zq∼Q
[
KL

(
Cϕ(zf ) ∥ Cϕ(zq)

)]
. (7)

is loss consists of two parts. The first two terms represent
domain adversarial loss that enforces feature alignment be-

tween forgotten data and OOD data by training a domain di
criminator Dψ . The second part is the feature-output alignme
loss that ensures the classifier outputs for forgotten data matc
those of OOD data, removing decision boundary dependencie
Minimizing LOOD-FOD ensures that forgotten data is indistin
guishable from OOD data in both feature space and predictio
space. Furthermore, we establish that minimizing LOOD-FO
guarantees both feature-level and output-level disentanglemen

This guarantees that forgotten data is irreversibly tran
formed into representations and predictions that align wi
OOD data. Unlike traditional adversarial training (Gani
2016), which primarily focuses on feature alignment, our lo
enforces joint alignment of both feature and output spaces, en
suring that forgotten data is independent of decision boundarie
Moreover, while traditional adversarial training is designed fo
domain adaptation, our method specifically targets structure
forgetting, making it well-suited for privacy-preserving m
chine unlearning. Furthermore, the output alignment guarante
directly satisfies the requirement of Definition 4, as it ensure
that the predictive distribution of forgotten data aligns with th
of OOD data, making it indistinguishable from an unseen te
set (QNO). Under standard regularity conditions, the form
convergence analysis is given in Appendix G.

3.4. OOD Selection and σ Calibration
While the theoretical framework above establishes the nece

sity of OOD guidance for feature-level unlearning, selecting th
appropriate OOD distribution in practice remains non-trivia
Proposition 1 indicates that effective OOD guidance requires
candidate distribution that is sufficiently separated from the fo
gotten set while remaining moderately aligned with the retaine
domain. The following remark provides a directional accou
of how the OOD intensity parameter σ governs this tradeof
the formal statement and proof are given in Appendix D.
Remark 2 (Directional role of OOD intensity σ). Un
der a noise-scale parameterization Qσ (e.g., Gaussian wi
standard deviation σ) satisfying the monotonicity conditio
d̂H∆H(P 0

f , Qσ2) ≥ d̂H∆H(P 0
f , Qσ1) for σ2 > σ1, the triang

inequality gives a lower bound on the displacement of forgotte
representations:

d̂H∆H(Pσf , P
0
f ) ≥ d̂H∆H(P 0

f , Qσ)− ησ,

where ησ := d̂H∆H(Pσf , Qσ) is the residual matching erro
This shows that increasing σ tends to strengthen forgetting, b
a larger discrepancy involvingQσ can loosen the retained-da
risk bound, so stronger forgetting may reduce utility. This is
conditional, directional account, not a certified privacy gua
antee. Since the optimal σ cannot be determined analyticall
we adopt the following three-step empirical selection strategy

• Step 1 (Selection): Select a candidate OOD type from th
standardized pool (e.g., Gaussian noise).

• Step 2 (Calibration): Perform a sensitivity analysis acro
a range of OOD intensities (e.g., varying noise scale σ o
shift magnitude).

7
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• Step 3 (Optimization): Identify the optimal configuration
by evaluating the privacy-utility trade-off using Forget Ac-
curacy, OOD AUROC, Test Accuracy, and F1-score.

This strategy provides a practical starting point for narrow-
the search space; dataset-specific tuning remains neces-

ry. We validate this OOD selection strategy through multi-
nfiguration analysis on the Camelyon17-WILDS dataset (see

validation results in the experiments section).

. Isolation Verification Distance

According to Definition 5, the fundamental criterion for
ture-level unlearning is that the feature representation of a

rgotten sample should be statistically independent from its
iginal representation before unlearning. However, directly
rifying this statistical independence is challenging due to

inherent misalignment of feature spaces before and after
learning. To address this, we introduce isolation verifica-
n distance (IVD) as a proxy metric that approximates sta-
tical independence by analyzing the local feature structure.
D leverages nearest-neighbor relationships within the fea-
e space. The key insight is that if unlearning is effective,
forgotten sample should no longer share meaningful feature
ilarities with its previous closest neighbors in the retained

taset. Thus, IVD quantifies the unlearning at the feature level
measuring the change in nearest-neighbor distances: (1) for
gle entry data forgetting, IVD computes the feature distance
tween the forgotten data point and its nearest neighbors n in
retained dataset; (2) for batch data forgetting, IVD measures
distance of each forgotten data point to the class prototype

the retained data.

gorithm 2 Single-Entry Forgetting Isolation Verification
stance (IVD)
quire: AdaptForget-induced deep learning model hΘ, a

query sample xf , training dataset QO, number of nearest
neighbors n

sure: IVD
: procedure IVDAUDIT
: Identify the n nearest neighbors of xf in QO, denoted

as {xir}ni=1

: Compute IVDEuclidean, IVDManhattan, and IVDScore be-
tween Fθ(xf ) and Fθ(xir)

return IVDEuclidean, IVDManhattan, IVDScore

We use the IVD for single-entry data forgetting as an illustra-
e example, which is detailed as follows. Before the forgetting
ocess, the feature similarity between the forgotten sample and
nearest neighbors is nearly identical. Effective unlearning
uires that the forgotten sample is sufficiently isolated in the
ture space. Thus, after the forgetting process, a larger fea-
e distance between the forgotten sample and its n nearest
ighbors in the feature space indicates more effective forget-
g. This feature divergence serves as a key indicator of the
learning process’s success. As shown in Algorithm 2, the
llowing metrics are employed: IVDEuclidean, IVDManhattan, and

a combined metric termed IVDScore, which integrates these di
tances to provide a holistic measure of feature isolation:

IVDEuclidean =
1

n

n∑

i=1

∥∥Fθ(xf )− Fθ(x
i
r)
∥∥
2
,

IVDManhattan =
1

n

n∑

i=1

∥∥Fθ(xf )− Fθ(x
i
r)
∥∥
1
, (8

IVDScore = α · IVDEuclidean + (1− α) · IVDManhattan.

Here, Fθ(x) represents the feature representation of the in
put x extracted by the model. The n nearest neighbors of x
denoted as xir, are selected based on their proximity in featu
space. The parameter α ensures a balanced assessment and
set to 0.5 in the experiments.

Novelty of IVD. While the formula combines ℓ2 and ℓ1 di
tances, IVD is novel as the first feature-level isolation audit me
ric for machine unlearning. Existing metrics (EMA p-valu
accuracy, F1) operate exclusively at the output level and cann
detect feature-space vulnerabilities to attacks like feature inve
sion (Dosovitskiy, 2016) or attribute inference (Ganju, 2018
IVD fills this critical gap by quantifying feature-level isolatio
whether forgotten samples remain entangled in the feature man
ifold with retained data, providing complementary auditing b
yond output-level guarantees.

For output-level forgetting evaluation, we follow (Zho
2023), utilizing the EMA p-value, accuracy, and F1-score.

EMA p-value Calculation. The Ensembled Membersh
Auditing (EMA) p-value (Huang, 2021; Zhou, 2023) is a pr
vacy auditing metric that quantifies the success of membe
ship inference attacks. The calculation involves two steps: (1
Threshold inference: Using a calibration dataset (disjoint fro
the training set), we train a calibration model and compute thre
membership inference metrics: correctness (whether the mod
predicts correctly), confidence (the model’s output logit for th
true label), and entropy (the prediction entropy): for both train
ing and test samples. For each metric, we select the thresho
that maximizes (TPR(t)+TNR(t))/2, where TPR is the tru
positive rate and TNR is the true negative rate. (2) Membe
ship testing: For each sample in the query dataset, we determin
its membership status if at least one of the three metrics exceed
its corresponding threshold. We then perform a two-tailed Stu
dent’s t-test between the membership prediction vector and a
all-ones control vector. The resulting p-value serves as the aud
metric: a low p-value (e.g., < 0.05) indicates that the attack
cannot distinguish forgotten samples from non-members, sign
fying successful forgetting. Importantly, each method’s p-valu
is an independent privacy audit score (lower is better), not
comparative statistic between methods.

4. Experiments

To verify the robustness of AdaptForget in adaptive featu
unlearning for trustworthy healthcare data privacy, we tho
oughly examine the performance on batch data forgetting an
single-entry data forgetting benchmark datasets against stat
of-the-art methods with extensive analyses.

8
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. Setup
We evaluate AdaptForget on seven widely recognized health-
re datasets, covering both medical imaging and clinical
alth records to ensure broad applicability, as shown in Fig-
e 2. The medical imaging datasets include PathMNIST,
tinaMNIST, DermaMNIST, and OCTMNIST from MedM-
ST (Yang, 2023), spanning pathology, retinal fundus, der-
tology, and OCT scans. The clinical health record datasets

nsist of Autism Spectrum Disorder (ASD) (Thabtah, 2017),
IMIC Death Dataset (MDD) (Johnson, 2016), and a Diabetes
taset (Smith, 1988). For the seven datasets, we randomly
mpled partial data from the training dataset with percentages
from {0.25, 0.5, 0.75} for AdaptForget. We prepare query
tasets with different sizes N from {1, 10, 100, 500, 1000,
00}. A query dataset that completely overlaps with the train-

dataset is labeled as QO, while a query dataset that is com-
tely disjoint with the training dataset is labeled QNO. In par-
ular, we emphasize the single-entry data forgetting setting by
cusing on QF where N = 1. See Appendix H for detailed
taset descriptions and split configurations.

PathMNIST

Tissue Types
(9 Classes)

CNN

RetinaMNIST

Diabetic 
Retinopathy
(5 Grade)

Multilayer Perception

DermaMNIST

Skin Diseases
(7 Classes)

CNN

OCTMNIST

Retinal Diseases
(4 Classes)

CNN

Autism Spectrum 
Disorder (ASD)

CNN

With or Without ASD 
(2 Classes)

Multilayer Perception

Mart for Intensive Care III
(MIMIC) Death Dataset (MDD)

Mortality Prediction 
(2 Classes)

Multilayer Perception

Diabetes

 Diabetes Incidence
Prediction 

(2 Classes)

Medical Imaging Dataset Clinical Health Record Dataset

ure 2: Illustration of seven datasets and deep learning (DL) models used
thoroughly evaluate both single-entry and batch data forgetting capabilities
the AdaptForget framework. Each dataset has unique characteristics that
sent distinct patient privacy in data forgetting.

We compare AdaptForget with a diverse set of state-of-
-art machine unlearning methods across both general and

althcare-specific domains. These include INS (Cha, 2024),
ich removes individual data points by adjusting model

adients; FisherForgetting (Golatkar, 2020), which selec-
ely modifies model parameters based on Fisher information;
SA (Bourtoule, 2021), a shard-based approach that enables
cient unlearning by retraining only affected model parti-

ns; and CF-K/EU-K (Goel, 2022), which employ kernel-
sed and ensemble strategies for approximating unlearning ef-

fects. Additionally, we evaluate Blindspot (Tarun, 2023), whic
relies on influence functions to estimate data removal effect
SSD-Tuning (Foster, 2024), a method that accelerates unlearn
ing by selectively refining sub-networks; and Amnesiac un
learning (Graves, 2021), which applies data perturbations
erase memorized information. For healthcare-specific compa
isons, we benchmark AdaptForget against AFS (Zhou, 2023),
teacher-student framework designed for medical applications

We deploy two separate models for both medical imag
datasets and tabular datasets: a large DL model (teacher mode
and a small DL model (student model). The teacher mod
refers to the original pre-trained model, while the student mod
is the new model generated by AdaptForget. For the medic
image datasets, we employed convolutional neural network
(O’Shea, 2015). For the tabular datasets, we utilized mult
layer perceptrons. The training process starts with a rando
initialization of the student model. The student model’s param
eters are updated through gradient descent, with the losses b
ing weighted by specific balancing parameters. The learnin
rate for the randomly initialized part was set to 1e-5, and th
Adam optimizer was employed. For the critical task of forge
ting a single data point (QF=1), we highlight the importance o
training a new student model for each instance to ensure fa
and accurate verification of single-entry data forgetting. Th
process was repeated 100 times to thoroughly validate the e
fectiveness of AdaptForget in achieving precise data erasure.

4.2. Results

4.2.1. Single-entry Data Forgetting
AdaptForget achieves SOTA in single-entry forgetting acro

both clinical tabular datasets and medical imaging datase
(Figure 3). In the clinical datasets, such as ASD and MDD
AdaptForget achieves remarkable feature-level forgetting a
evidenced by the IVD metrics. For instance, in the AS
dataset, AdaptForget achieves an IVDEuclidean of 8.941 and a
IVDManhattan of 53.246, significantly higher than FisherForge
ting’s 3.425 and 19.696, respectively. This trend is consiste
across the Diabetes dataset, where AdaptForget achieves a
IVDScore of 5.031, outperforming the next-best baseline, AFS
which only reaches 3.317. These results demonstrate AdaptFo
get’s ability to ensure minimal residual impact of the forgotte
data on model features, making it highly effective for privac
preservation in tabular datasets. In medical imaging dataset
AdaptForget further sets itself apart with its exceptional featur
level unlearning. For instance, in RetinaMNIST, AdaptFo
get achieves the highest IVDEuclidean (45.887) and IVDManhatt
(1022.039), significantly exceeding the values achieved b
other methods, such as FisherForgetting (37.605 and 828.36
respectively). Similarly, in the OCTMNIST dataset, Adap
Forget attains an IVDScore of 278.404, far surpassing SSD
Tuning’s 96.8095 and FisherForgetting’s 142.3105. This high
lights AdaptForget’s capability to completely remove the influ
ence of forgotten samples not only from the output-level predi
tions but also from the deeper intrinsic feature representation
Additionally, AdaptForget achieves this feature-level forgettin
while maintaining high accuracy and F1-score across dataset

9
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Table 2: Batch forgetting results for QF100 and QF1000.

(a) QF100

thod ASD Diabetes MDD OCTMNIST RetinaMNIST DermaMNIST PathMNIST

A p-value

herForgetting 2.76e-02 1.22e-04 1.77e-03 1.09e-01 5.86e-12 2.02e-03 1.49e-02
A 1.06e-01 3.52e-06 5.65e-02 1.35e-03 1.90e-10 1.21e-07 1.93e-04
-K 2.40e-01 1.46e-05 1.68e-02 1.07e-01 6.74e-04 7.47e-04 2.83e-02
-K 2.40e-01 2.16e-07 7.90e-03 2.86e-03 1.48e-05 2.33e-04 1.47e-02
ndspot 5.48e-02 1.05e-01 5.02e-01 1.36e-01 2.98e-06 3.74e-03 5.23e-02

-Tuning 1.22e-01 1.05e-01 1.59e-01 4.96e-02 2.32e-07 1.88e-03 2.75e-02
nesiac 3.88e-01 3.90e-04 1.23e-02 2.91e-02 4.77e-06 5.84e-04 1.92e-06

S (k=0.25) 4.16e-01 5.23e-02 1.49e-02 6.84e-04 3.61e-04 2.50e-03 4.22e-05
S (k=0.5) 6.67e-02 1.05e-07 6.77e-04 3.70e-03 1.18e-02 8.00e-03 1.55e-04
S (k=0.75) 5.45e-02 4.30e-03 5.29e-02 1.25e-03 3.60e-05 3.15e-02 4.30e-05

aptForget (k=0.25) 3.50e-06 3.01e-09 1.62e-04 5.81e-06 3.92e-16 5.24e-22 1.04e-10
aptForget (k=0.5) 6.09e-06 5.82e-08 2.86e-03 1.25e-10 9.38e-14 1.60e-18 1.05e-09
aptForget (k=0.75) 6.73e-06 2.16e-07 1.62e-04 1.72e-08 6.29e-10 2.51e-08 1.73e-08

-Score

herForgetting 0.58 0.31 0.41 223.65 274.28 234.30 199.82
A 16.18 5.26 6.05 148.86 147.52 200.96 136.53
-K 4.36 0.69 0.76 219.99 312.39 240.71 180.48
-K 4.36 0.69 0.76 201.56 279.16 221.42 177.09
ndspot 0.60 0.28 0.44 219.50 272.95 232.20 190.10

-Tuning 0.32 0.28 0.44 186.96 264.54 215.03 189.84
nesiac 0.69 0.31 0.44 192.34 254.21 176.22 129.92

S (k=0.25) 3.56 0.72 0.53 370.68 364.67 327.05 193.86
S (k=0.5) 2.30 0.75 0.68 340.40 178.58 306.87 198.03
S (k=0.75) 3.30 0.95 0.77 336.59 258.21 22.09 229.53

aptForget (k=0.25) 50.82 6.67 11.91 1065.81 564.70 1039.04 728.56
aptForget (k=0.5) 39.65 5.33 31.20 631.51 848.47 951.49 662.18
aptForget (k=0.75) 43.41 5.74 16.79 903.14 815.88 456.44 728.56

uracy

herForgetting 93.75 72.58 70.73 70.89 45.83 71.44 77.13
A 94.33 72.41 70.73 64.90 49.17 72.38 81.31
-K 95.33 72.91 71.93 71.20 55.00 72.68 76.47
-K 95.33 72.79 71.60 69.37 51.38 71.83 77.96
ndspot 94.05 73.00 70.82 71.28 53.13 70.37 74.54

-Tuning 91.66 72.09 70.83 67.77 51.91 71.06 78.29
nesiac 93.15 72.69 69.91 65.29 53.38 70.92 51.91

S (k=0.25) 94.00 69.22 63.10 66.87 59.17 71.68 78.88
S (k=0.5) 93.00 70.52 65.31 70.45 59.17 73.45 81.28
S (k=0.75) 94.33 70.90 67.00 70.91 56.67 74.81 80.24

aptForget (k=0.25) 95.00 73.01 70.47 69.17 57.08 72.05 80.68
aptForget (k=0.5) 96.00 73.32 71.67 72.25 61.88 75.07 83.44
aptForget (k=0.75) 95.83 73.32 72.00 72.51 62.17 75.40 85.72

Score

herForgetting 0.9314 0.7260 0.7062 0.6944 0.4355 0.7188 0.7724
A 0.9605 0.7226 0.7068 0.5660 0.2854 0.3415 0.7569
-K 0.9422 0.7286 0.7156 0.6782 0.3793 0.4773 0.7300
-K 0.9422 0.7272 0.7158 0.6522 0.3226 0.4898 0.7286
ndspot 0.9348 0.7300 0.7033 0.7038 0.5269 0.7156 0.7513

-Tuning 0.9178 0.7190 0.7027 0.6576 0.5094 0.7132 0.7868
nesiac 0.9439 0.7260 0.6978 0.5895 0.4872 0.6853 0.4663

S (k=0.25) 0.9595 0.7124 0.5940 0.5975 0.3378 0.3446 0.7333
S (k=0.5) 0.9496 0.7218 0.6141 0.6691 0.3736 0.4236 0.7641
S (k=0.75) 0.9620 0.7286 0.6586 0.6730 0.3838 0.4585 0.7977

aptForget (k=0.25) 0.9667 0.7322 0.7031 0.6540 0.5250 0.7018 0.8000
aptForget (k=0.5) 0.9733 0.7287 0.7159 0.6991 0.6007 0.7260 0.8267
aptForget (k=0.75) 0.9720 0.7354 0.7191 0.7038 0.6060 0.7412 0.8526

(b) QF1000

Method ASD Diabetes MDD OCTMNIST RetinaMNIST DermaMNIST PathMNIS

EMA p-value

FisherForgetting 8.17e-02 5.33e-46 2.89e-18 3.13e-20 2.13e-96 2.82e-24 4.33e-32
SISA 6.26e-02 3.76e-14 2.18e-04 1.02e-04 7.97e-76 5.65e-46 2.11e-43
CF-K 5.41e-01 9.40e-25 1.68e-05 2.30e-03 2.65e-22 7.69e-16 7.69e-16
EU-K 5.41e-01 5.52e-35 7.01e-19 6.73e-04 2.28e-33 2.53e-26 4.08e-15
Blindspot 5.26e-02 7.65e-30 2.47e-30 7.81e-16 3.64e-44 1.57e-24 2.13e-28
SSD-Tuning 2.16e-03 1.32e-22 3.33e-01 1.25e-14 6.02e-53 1.34e-15 1.29e-27
Amnesiac 1.81e-01 3.13e-50 2.91e-04 9.67e-20 9.50e-69 1.88e-39 1.43e-40

AFS (k=0.25) 2.30e-03 5.52e-35 1.19e-10 1.00e-06 1.03e-16 9.96e-22 4.53e-36
AFS (k=0.5) 3.17e-02 4.65e-27 2.68e-11 2.75e-26 1.92e-16 1.33e-28 3.49e-30
AFS (k=0.75) 3.36e-01 1.55e-37 2.01e-11 1.62e-25 9.75e-60 3.03e-24 1.92e-04

AdaptForget (k=0.25) 3.00e-04 2.10e-53 4.74e-47 1.70e-52 9.66e-130 3.17e-49 1.05e-53
AdaptForget (k=0.5) 5.30e-03 5.28e-46 1.55e-37 1.33e-66 1.87e-56 5.31e-54 8.48e-36
AdaptForget (k=0.75) 2.30e-03 4.35e-41 6.63e-34 6.02e-62 1.76e-75 1.46e-58 2.84e-56

IVD-Score

FisherForgetting 0.56 7.61 0.39 247.54 274.28 279.67 182.96
SISA 6.04 19.45 7.55 146.07 96.74 126.66 102.45
CF-K 1.81 7.35 0.75 243.85 387.06 253.38 155.64
EU-K 1.81 6.17 0.75 231.59 279.16 240.03 135.73
Blindspot 0.57 7.39 0.42 241.60 259.67 254.47 160.72
SSD-Tuning 0.66 7.28 0.42 241.62 282.55 272.25 163.53
Amnesiac 0.52 5.17 0.41 169.78 282.56 268.83 99.02

AFS (k=0.25) 1.16 11.81 0.22 332.20 282.37 285.75 179.90
AFS (k=0.5) 1.43 13.32 0.12 325.93 288.08 301.98 205.18
AFS (k=0.75) 1.18 12.07 0.16 320.24 288.43 295.65 190.82

AdaptForget (k=0.25) 6.98 40.65 8.12 1605.68 1592.85 1515.54 1109.35
AdaptForget (k=0.5) 7.36 55.63 9.21 1177.15 971.25 920.12 719.88
AdaptForget (k=0.75) 10.36 36.66 7.08 1073.61 1591.52 1057.75 1293.43

Accuracy

FisherForgetting 95.09 73.83 70.79 70.86 45.83 71.39 77.72
SISA 94.00 73.18 70.35 65.00 47.78 72.38 81.90
CF-K 94.50 73.68 71.80 71.63 52.93 75.08 83.14
EU-K 94.50 72.99 71.55 71.23 51.39 69.39 78.56
Blindspot 95.98 73.92 70.39 70.27 54.43 68.36 75.95
SSD-Tuning 85.27 73.93 70.52 72.16 52.08 71.01 78.66
Amnesiac 95.53 72.61 71.48 63.31 52.60 72.28 78.41

AFS (k=0.25) 93.67 72.62 67.70 67.50 59.20 71.98 77.22
AFS (k=0.5) 91.33 73.54 70.00 72.00 59.52 74.21 79.51
AFS (k=0.75) 93.70 74.18 69.50 72.13 60.56 74.91 82.61

AdaptForget (k=0.25) 95.00 74.18 69.33 69.00 57.50 75.22 78.97
AdaptForget (k=0.5) 95.33 74.13 70.30 71.65 60.41 75.00 83.55
AdaptForget (k=0.75) 96.00 74.56 71.87 72.30 61.67 75.30 83.55

F1-Score

FisherForgetting 0.9500 0.7381 0.7067 0.6957 0.4355 0.7184 0.7776
SISA 0.9200 0.7311 0.7033 0.5630 0.2344 0.3505 0.7707
CF-K 0.9300 0.7359 0.7177 0.6850 0.3661 0.4762 0.7779
EU-K 0.9300 0.7287 0.7152 0.6648 0.3227 0.4582 0.7541
Blindspot 0.9630 0.7389 0.6985 0.6940 0.5457 0.7055 0.7651
SSD-Tuning 0.8570 0.7390 0.7003 0.7111 0.5149 0.7145 0.7896
Amnesiac 0.9580 0.7227 0.7117 0.5857 0.4972 0.7164 0.7651

AFS (k=0.25) 0.9500 0.7251 0.6813 0.6089 0.3684 0.3681 0.7030
AFS (k=0.5) 0.9420 0.7311 0.6920 0.6850 0.4007 0.4328 0.7359
AFS (k=0.75) 0.9550 0.7326 0.6965 0.6867 0.3972 0.4476 0.7764

AdaptForget (k=0.25) 0.9689 0.7418 0.6926 0.6655 0.5304 0.7323 0.7816
AdaptForget (k=0.5) 0.9688 0.7359 0.6999 0.6882 0.6004 0.7263 0.8262
AdaptForget (k=0.75) 0.9748 0.7436 0.7184 0.7111 0.6103 0.7363 0.8247

suring the utility of the model is not compromised. For exam-
, in PathMNIST, AdaptForget achieves an accuracy of 0.794

d an F1-score of 0.992, both significantly higher than base-
es.

To demonstrate the completeness of AdaptForget in single-
try data forgetting, we compare the results of AdaptForget
th those of a retrained model (i.e., a model trained without

forgotten data points) on single-entry data forgetting. The
rained model serves as a gold standard, representing a model
ined from scratch without the forgotten sample. We calcu-
e the Kullback–Leibler (KL) divergence between the output
obability distributions of the two models for the forgotten
ta points (see Appendix D for a full discussion). After se-
entially forgetting 100 samples, the KL divergences obtained
AdaptForget on PathMNIST, RetinaMNIST, DermaMNIST,
TMNIST, ASD, MDD, and Diabetes datasets were 0.35,
6, 2.38e-06, 0.81, 2.51e-08, 3.43e-08, and 1.92e-08, respec-
ely. These values are very close to those of the retrained
del, indicating that AdaptForget effectively minimizes the
pact of the forgotten data points, achieving reliable forget-
g performance.

We validate AdaptForget’s effectiveness in forgetting rare

disease patient data using the MIMIC-III Death Dataset. W
focus on acute renal failure with tubular necrosis (ICD-9 5845
a severe condition requiring privacy protection due to potenti
risks to patients and genetically related individuals. AdaptFo
get was applied to forget data related to these patients, includ
ing diagnostic information and fatal disease indicators (e.g., hy
perkalemia ICD-9 2767, congestive heart failure ICD-9 4280
Experimental results show that AdaptForget effectively isolate
forgotten data in the feature space, as confirmed by the IV
metric. The Euclidean and Manhattan distances (IVDEuclidean
2.16, IVDManhattan = 11.09) indicate significant feature separ
tion. Furthermore, AdaptForget achieves near-identical perfo
mance to a retrained model (accuracy 0.716, F1-score 0.709
ensuring effective and complete feature-level forgetting. Th
case study serves as an initial proof-of-concept for single-entr
forgetting within a specific rare-condition subgroup.

4.2.2. Batch Data Forgetting
AdaptForget demonstrates significant advantages over mult

ple baseline methods across medical imaging datasets. Throug
comprehensive evaluations across critical metrics: p-value, no
malized IVDScore, accuracy, and F1-score, AdaptForget show
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ability to achieve robust forgetting while maintaining high
del performance (Table 2). Specifically, the results reveal
ee key points: (1) In privacy protection, AdaptForget con-
tently achieves low p-values for membership attack suc-
ss rates, reflecting its robust ability to prevent data leak-
e. For example, in the PathMNIST dataset, AdaptForget
hieves a p-value of 4.71 × 10−27 for forgetting 100 query
mples (QF100), significantly outperforming competitors like
S (2.87 × 10−6) and SISA (2.15 × 10−3). (2) In feature
lation, AdaptForget ensures effective separation of forgotten
ta from retained data in the high-dimensional feature space,
reflected by consistently high normalized IVDScore across

tasets. For instance, in the OCTMNIST dataset, AdaptFor-
t achieves the highest normalized IVDScore for both QF100
d QF1000, outperforming AFS and FisherForgetting, which
uggle to achieve similar levels of feature-level forgetting. (3)
performance preservation, AdaptForget maintains competi-
e accuracy and F1-score, even as the scale of forgotten data
reases. For instance, in the PathMNIST dataset, AdaptForget

hieves an accuracy of 0.8580 and an F1-score of 0.9762 for
1000, showing minimal performance degradation compared
the original model. This trend is consistent across datasets
e DermaMNIST, where AdaptForget achieves an F1-score of
036 for QF1000, outperforming baseline methods while re-
ning strong model utility.
AdaptForget also demonstrates SOTA performance on clin-
l health record datasets (Table 2), achieving effective
ta forgetting and ensuring robust feature-level unlearning.
ese datasets: ASD (identifying autistic traits in toddlers),
DD (predicting patient mortality), and Diabetes (predict-

diabetes incidence), represent diverse clinical applications
ere privacy preservation is paramount. For instance, in
ASD dataset, AdaptForget achieves a p-value of 5.73 ×

−6 for QF1000 with k = 0.25, while maintaining an
curacy of 0.9533 and an F1-score of 0.9677. Addition-
y, the IVDManhattan distance indicates high feature isolation
330.175), confirming the model’s ability to erase sensitive
its at the feature level. For the Diabetes dataset, AdaptForget
hieves a p-value of 5.46×10−44 for QF1000 while maintain-

high accuracy (0.7289) and F1-score (0.7269), alongside
ong feature-level performance with an IVDManhattan distance
324.9384, ensuring that the erased data is effectively disen-
gled from retained features. These results highlight Adapt-
rget’s ability to balance output-level accuracy and feature-
el forgetting.

. Analysis and Discussion

Ablation on teacher-student learning paradigm. When com-
red to independent teacher and independent student models,

performance of AdaptForget highlights the unique advan-
es of its teacher-student framework (Figure 3a). In PathM-
ST, AdaptForget achieves consistently lower p-values in the
sembled membership attack for both QF100 and QF1000 set-
gs. For instance, when k = 0.75, AdaptForget achieves a p-
lue of 1.73× 10−8 for QF100 and 2.84× 10−56 for QF1000,
mpared to 9.70×10−5 and 1.75×10−20 for the independent

Table 3: Single-entry Data Forgetting Results across All Metrics.

Method ASD Diabetes MDD OCTMNIST RetinaMNIST DermaMNIST PathMNIS

IVD-Score

FisherForgetting 11.5605 2.6410 4.9960 142.3105 432.9855 291.9685 232.9660
Amnesiac 10.0915 2.5935 2.6395 75.5750 368.2200 235.9695 144.3415
Blindspot 10.9225 2.5435 4.7245 131.0895 370.9770 284.3600 225.2970
SSD-Tuning 6.9860 1.4660 2.0675 96.8095 199.2870 210.0700 214.6270
AFS 29.5935 3.3170 3.6400 274.4710 472.9640 442.3160 330.5375
AdaptForget 31.0935 5.0310 5.5425 278.4040 533.9630 537.4195 547.6480

IVD-Manhattan

FisherForgetting 19.696 4.342 8.370 271.039 828.366 558.085 444.391
Amnesiac 17.116 4.101 4.242 142.372 702.371 451.439 274.171
Blindspot 18.586 4.164 7.893 249.413 708.885 543.510 430.219
SSD-Tuning 11.804 2.385 3.432 183.217 379.970 401.673 409.419
AFS 51.535 5.555 6.125 525.038 906.665 847.519 634.170
AdaptForget 53.246 7.749 9.097 532.017 1022.039 1025.675 1049.314

IVD-Euclidean

FisherForgetting 3.425 0.940 1.622 13.582 37.605 25.852 21.541
Amnesiac 3.067 1.086 1.037 8.778 34.069 20.500 14.512
Blindspot 3.259 0.923 1.556 12.766 33.069 25.210 20.375
SSD-Tuning 2.168 0.547 0.703 10.402 18.604 18.467 19.835
AFS 7.652 1.079 1.155 23.904 39.263 37.113 26.905
AdaptForget 8.941 2.313 1.988 24.791 45.887 49.164 45.982

Accuracy

FisherForgetting 0.9046 0.6307 0.6066 0.6483 0.3535 0.5558 0.7375
Amnesiac 0.8509 0.7254 0.6960 0.7272 0.4479 0.7097 0.7435
Blindspot 0.9453 0.7255 0.6813 0.7034 0.4583 0.7140 0.7755
SSD-Tuning 0.9529 0.7238 0.6941 0.7379 0.4704 0.7214 0.6116
AFS 0.9367 0.7289 0.7123 0.7509 0.5549 0.7246 0.7292
AdaptForget 0.9536 0.7299 0.7315 0.7541 0.5840 0.7250 0.7940

F1-Score

FisherForgetting 0.897 0.5874 0.5508 0.6018 0.3056 0.5463 0.7370
Amnesiac 0.8399 0.7248 0.6940 0.6943 0.4382 0.7140 0.7490
Blindspot 0.9452 0.7252 0.6763 0.6782 0.4443 0.7185 0.7750
SSD-Tuning 0.9522 0.7232 0.6919 0.7017 0.3990 0.6588 0.5960
AFS 0.9554 0.7278 0.7209 0.8864 0.2018 0.6026 0.9370
AdaptForget 0.9672 0.7283 0.7352 0.9091 0.5016 0.8252 0.9920

teacher model, and 5.18× 10−4 and 5.66× 10−31 for the ind
pendent student model. In k = 0.25, AdaptForget achieves a
IVDScore of 918.9525, significantly higher than the independe
teacher (159.395) and student (296.45).

Analysis on scalability and efficiency. AdaptForget’s sca
ability on batch data forgetting is evident in its performanc
across datasets with varying retaining data scales. The param
eter k is varied among {0.25, 0.5, 0.75} to assess the impa
of different levels of data retention in the student models, whi
the size of QF is also adjusted to understand its effect on th
unlearning process. As shown in Table 2, in the OCTMNIS
dataset, AdaptForget achieves a p-value of 3.56 × 10−15 fo
QF100 and maintains an accuracy of 0.7288 when k = 0.2
As k increases to 0.75, the p-value increases to 1.95×10−13 fo
QF100, while the accuracy improves to 0.7613. Similarly, in
creasing QF size from 100 to 1000 samples while keeping k
0.5, AdaptForget maintains a low p-value of 9.03×10−19, wi
an F1-score of 0.8949. In Figure 3b, AdaptForget-generate
models demonstrate lower GPU memory usage during infe
ence compared to the original models. In tabular datasets lik
Diabetes and ASD, it drops significantly from 0.48 MB to 0.0
MB, which is crucial for deployment in resource-constraine
environments. Figure 3g further illustrates the comprehensiv
performance of AdaptForget across five key dimensions: abi
ity to forget, accuracy, efficiency, dataset size, and model siz
demonstrating a balanced solution.

Ablation on OOD-FOD loss. Figures 3 (c-f) collective
highlight the significant advantages of the newly-propose
OOD-Driven Feature-Output Disentanglement (OOD-FOD
loss. Figures 3c shows that using OOD-FOD loss consistent
outperforms the naive method that randomizes the features o
forgotten data in both forgetting effectiveness and model pe
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ure 3: Illustration of various potential ablation methods and strategies. Metrics include QF100,QF1000, representing the p-value of ensembled membersh
ck success rates for forgetting 100 or 1,000 samples. IVD-M, IVD-E, and IVD-S denote Manhattan distance, Euclidean distance, and a combined score of the

tances for IVD. All metrics except accuracy and F1-score were normalized. All labeled values are real experimental results. a Compares the performance of t
cher-student model on the PathMNIST dataset with k = 0.25, 0.5, 0.75. b Analyzes GPU memory usage during inference of 100 samples. c Compares doma
ptation to randomizing feature representation. d Examines the effect of using noisy samples as out-of-distribution (OOD) data compared to natural images
D data. e Ablation study showing the impact of omitting domain adaptation and OOD data on performance. f Ablation study showing the effect of removi
del-guided prediction randomization loss. g Summarizes overall performance across five key dimensions.

rmance, as demonstrated on the PathMNIST dataset with a
aining sample ratio of k = 0.5. Specifically, OOD-FOD
s achieves significantly lower QF100 p-value (1.05 × 10−9

. 4.92 × 10−4) and QF1000 p-value (8.48 × 10−36 vs.
3 × 10−24), indicating its ability to ensure more thorough

learning. Since OOD-FOD loss has two parts, excluding the
st domain adversarial (DA) loss significantly compromises
rgetting effectiveness, as shown in Figure 3e. The QF100 and
1000 p-values increase dramatically (from 1.05 × 10−9 to
2× 10−7 and 8.48× 10−36 to 1.44× 10−32, respectively),
icating weaker unlearning. Furthermore, the Euclidean and

ahalanobis distances drop significantly (from 51.8 to 12.9 and

from 1330.18 to 324.94, respectively), highlighting a loss
feature-level isolation of forgotten data. Figure 3f further in
vestigates the effect of removing the loss of the second featur
output separation (FOD). Without this loss, the QF100 p-valu
increases from 1.05 × 10−9 to 9.68 × 10−4, and the QF100
p-value rises from 8.48 × 10−36 to 6.39 × 10−30, showing
substantial reduction in forgetting efficiency.

Analysis on the tradeoff on OOD data setting. In PathMNIS
experiments, we compare different OOD data settings, contras
ing the use of natural images as OOD data with our approach o
adding noise to create OOD samples. The results, summarize
in Figure 3d, demonstrate that using natural images as OO

12
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ure 4: a illustrates the disjoint relationships between the calibration dataset, training dataset, and different query datasets (QO, QNO, QF). b Examples of t
t-of-Distribution (OOD) data generated by Gaussian noise. c shows P-values obtained from auditing models trained with different query datasets (QO and QNO
hlighting the model’s strong and weak membership across varying query dataset sizes.

t-SNE Visualization of AdaptForget t-SNE Visualization of AFS t-SNE Visualization of FisherForgetting

ure 5: The t-SNE visualizations of feature representations show that AdaptForget effectively aligns the forgotten samples and OOD samples (see Appendix
a full comparison of methods).

nificantly leads to degraded accuracy and F1-score, suggest-
that natural images cause the medical data distribution to

viate too far from its original feature space, impairing model
tputs. In contrast, our method, which generates OOD data by
rrupting training data with Gaussian noise (Figure 4b), rep-
ents a balanced approach. This strategy enables the model
achieve effective feature-level forgetting while maintaining
ong model performance metrics, including accuracy and F1-
ore. The corrupted images ensure that OOD samples remain
thin a reasonable distance from the original medical data dis-
bution, effectively promoting a controlled forgetting process.

To further validate the robustness of noise-based OOD sele
tion, we conduct ablation studies across eight OOD types: gau
sian, uniform, salt_pepper, poisson, stain_weak, stain_medium
stain_strong, and deepmind. We position Gaussian nois
as a practical, verifiable baseline with three key propertie
(1) no semantic prior: noise distributions lack task-releva
structure, reducing the risk of inadvertently preserving clas
discriminative features; (2) parameter controllability: nois
intensity can be systematically varied for reproducible abl
tion studies; (3) cross-dataset generalizability: unlike domain
specific style transfer, noise-based OOD does not requi

13
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le 4: Hyperparameter sensitivity analysis. Each cell shows test accuracy / AUC and EMA p-value (blue). Underlined values indicate the best result per sub-tab

(a) Fixed λ1 = 1.0 std(Acc) = 2.31%

λ2 (RL) λ3 (KP)

0.0 0.2 0.4 0.6 0.8 1.0

0.0 81.74 / 0.817
1.1e-05

84.46 / 0.840
1.4e-06

83.38 / 0.828
2.2e-05

84.18 / 0.838
3.3e-07

83.10 / 0.825
1.1e-05

84.50 / 0.841
1.6e-08

0.2 78.00 / 0.770
4.8e-10

79.02 / 0.785
4.8e-10

81.36 / 0.809
3.3e-14

79.08 / 0.784
3.4e-12

80.82 / 0.801
3.3e-14

79.62 / 0.789
4.8e-10

0.4 75.30 / 0.743
4.9e-08

78.94 / 0.787
4.9e-08

80.02 / 0.794
3.4e-12

79.50 / 0.788
4.8e-10

80.14 / 0.798
4.8e-10

80.92 / 0.799
2.2e-08

0.6 76.42 / 0.756
4.9e-08

79.36 / 0.787
2.2e-09

79.88 / 0.791
2.2e-08

80.48 / 0.801
4.8e-10

79.40 / 0.787
1.3e-10

80.76 / 0.802
4.8e-10

0.8 76.20 / 0.759
3.4e-12

79.46 / 0.791
3.4e-12

79.70 / 0.789
3.1e-11

79.10 / 0.786
3.4e-12

81.32 / 0.806
1.4e-17

79.66 / 0.789
3.1e-11

1.0 73.42 / 0.734
2.2e-09

78.90 / 0.783
1.4e-17

80.44 / 0.799
3.1e-11

79.22 / 0.785
1.3e-09

78.86 / 0.782
4.8e-10

79.56 / 0.786
3.1e-11

(b) Fixed λ2 = 0.0 std(Acc) = 1.30%

λ1 (DA) λ3 (KP)

0.0 0.2 0.4 0.6 0.8 1.0

0.0 79.52 / 0.790
3.3e-07

82.66 / 0.823
6.9e-07

84.14 / 0.834
1.6e-07

83.94 / 0.824
1.4e-06

82.64 / 0.822
2.2e-05

82.62 / 0.821
1.4e-06

0.2 81.14 / 0.805
2.9e-06

84.20 / 0.837
4.4e-05

82.86 / 0.822
1.6e-07

82.80 / 0.823
3.3e-07

83.02 / 0.823
1.6e-07

83.56 / 0.831
5.8e-06

0.4 79.58 / 0.795
6.9e-07

84.18 / 0.838
5.8e-06

83.36 / 0.828
2.9e-06

82.58 / 0.821
3.3e-07

82.52 / 0.821
1.1e-05

83.02 / 0.826
1.6e-08

0.6 82.50 / 0.816
2.2e-05

84.40 / 0.837
6.9e-07

83.84 / 0.836
1.6e-07

83.28 / 0.828
6.9e-07

82.96 / 0.822
2.9e-06

83.36 / 0.828
1.4e-06

0.8 78.98 / 0.787
3.3e-07

82.80 / 0.822
1.1e-05

83.40 / 0.830
3.3e-07

83.08 / 0.827
3.3e-07

83.32 / 0.825
3.3e-07

82.70 / 0.829
5.8e-06

1.0 81.74 / 0.817
1.1e-05

84.46 / 0.840
1.4e-06

83.38 / 0.828
2.2e-05

84.18 / 0.838
3.3e-07

83.10 / 0.825
1.1e-05

84.50 / 0.841
1.6e-08

(c) Fixed λ3 = 0.8 std(Acc) = 1.16%

λ1 (DA) λ2 (RL)

0.0 0.2 0.4 0.6 0.8 1.0

0.0 82.64 / 0.822
2.2e-05

82.00 / 0.814
1.3e-09

80.86 / 0.805
1.3e-09

80.54 / 0.798
1.3e-09

82.04 / 0.813
4.8e-10

80.80 / 0.800
3.4e-12

0.2 83.02 / 0.823
1.6e-07

80.56 / 0.800
2.2e-08

80.62 / 0.798
1.3e-09

79.94 / 0.795
4.8e-10

79.88 / 0.789
3.4e-12

80.02 / 0.796
3.1e-11

0.4 82.52 / 0.821
1.1e-05

80.90 / 0.803
3.1e-11

81.48 / 0.811
3.1e-11

80.42 / 0.794
3.1e-11

81.08 / 0.804
3.4e-12

79.10 / 0.783
1.4e-17

0.6 82.96 / 0.822
2.9e-06

80.88 / 0.802
3.2e-07

80.72 / 0.800
4.8e-10

80.40 / 0.796
3.1e-11

79.80 / 0.792
1.3e-09

80.54 / 0.800
1.3e-09

0.8 83.32 / 0.825
3.3e-07

80.92 / 0.805
2.2e-08

80.50 / 0.796
3.1e-11

80.06 / 0.795
4.8e-10

78.94 / 0.785
2.2e-09

80.26 / 0.792
1.3e-09

1.0 83.10 / 0.825
1.1e-05

80.82 / 0.801
3.3e-14

80.14 / 0.798
4.8e-10

79.40 / 0.787
1.3e-10

81.32 / 0.806
1.4e-17

78.86 / 0.782
4.8e-10

taset-specific generative models. Across all noise types,
rget-set features migrate away from the original cluster and
perse toward the OOD distribution, demonstrating that noise
pping truly alters the feature manifold rather than merely
sking it.

Analysis on forget-set accuracy. To directly quantify the
gree of forgetting, we evaluate the post-unlearning model’s
rformance on the forget set itself using Forget-set Accu-
y (Forget_Acc), defined as the percentage of correct predic-
ns on forgotten samples (lower values indicate more thor-
gh forgetting). We conduct validation experiments on the
melyon17-WILDS dataset, a clinical pathology benchmark
th 224×224 resolution images that present realistic chal-
ges including higher input dimensionality, complex textu-
features, and multi-center heterogeneity typical of clinical

ployments. Table 5 shows the results. Baseline methods
ain high Forget_Acc (AFS: 99.33%, SISA: 97.33%, CF-K:
.67%), indicating strong memory residue. In contrast, Adapt-
rget achieves Forget_Acc = 63.0% with Test_Acc = 90.34%
IA p-value: 1.0×10−12), demonstrating effective forgetting

while maintaining high diagnostic performance. The discrep
ancy between Forget_Acc (63.0%) and Test_Acc (90.34%) is
strong indicator of selective erasure: the model has specifical
lost the "fingerprint" of the forgotten samples without glob
performance degradation.

Table 5: Performance comparison on Camelyon17.

Method Forget Acc ↓ Test Acc ↑ IVD-S ↑ MIA ratio ↓ MIA p-value
AdaptForget 63.00 90.34 61.65 63.00 9.96e-13
AFS 99.33 84.71 59.50 99.33 0.5457
Amnesiac 79.00 47.57 18.21 88.67 0.0024
Blindspot 82.33 67.35 7.57 94.67 0.0424
CF-K 92.67 90.35 17.51 93.00 0.0069
EU-K 92.67 89.84 17.43 92.67 0.0067
Fisher 46.67 46.98 1.60e5 100.00 1.0000
INS 97.33 94.18 39.15 97.33 0.1663
SISA 97.33 90.21 22.25 97.33 0.1479
SSD 55.00 57.09 10.98 88.67 0.3334

Analysis on the feature disentanglement. The t-SNE visu
alizations in Figure 5d illustrate the capability of AdaptForg
to achieve robust feature-level forgetting while preserving th
alignment of forgotten and OOD samples. In the visualiz
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n of AdaptForget (left panel), the forgotten samples (red) are
sely clustered with OOD samples (blue), indicating success-

l disentanglement from the retained data (purple). This align-
nt demonstrates that AdaptForget effectively directs the un-
rning process within the high-dimensional feature space by
eraging the interplay of retaining data, forgotten data, and
D data as inputs. In contrast, the visualizations of AFS and

sherForgetting show that nearly 99% of the forgotten sam-
s remain entangled with the retained samples, demonstrat-
significantly weaker feature disentanglement. This indi-

tes that these methods fail to achieve effective feature isola-
n and comprehensive unlearning compared to AdaptForget.
r a comprehensive comparison with additional methods, see
pendix B.
Analysis on various query size. The analysis in Figure 4c
monstrates the impact of query dataset size on AdaptForget’s
rformance under different scenarios. QO, QNO, and QF are
tinct query datasets designed to evaluate various aspects of
forgetting mechanism (Figure 4a). Specifically, QF overlaps

th the original training dataset, allowing for the evaluation of
sembled membership attack. In contrast, QNO consists of
mples that do not belong to the original training set, serving
a proxy for test data. QO includes samples overlapping with
retaining data, enabling the evaluation of whether the for-

tting process adversely affects the retaining data. In the QNO
enario, as the query dataset size increases from 1 to 2000 sam-
s (Figure 4c), AdaptForget exhibits an enhanced ability to
ferentiate between training and non-training datasets, as evi-
nced by the progression from strong membership (dark blue)
weak membership (light blue). This indicates effective for-
tting of the targeted data while maintaining the integrity of
related datasets. In contrast, under the QO scenario, where

query data overlaps with the retaining data, the model’s
rformance on retaining data remains unaffected (Figure 4c).
e consistent forgetting effect demonstrates that AdaptForget
oids catastrophic forgetting and preserves the retaining data’s
edictive performance, regardless of the query dataset size.
Ablation on hyperparameters. To assess the impact of the
perparameters λ1, λ2, and λ3 in the loss function, we con-
cted an ablation study on the PathMNIST dataset, analyz-

their effects on accuracy, F1-score, and p-value. As shown
Table 4, AdaptForget exhibits relatively stable performance
und the default setting (std = 2.31 percentage points across
tested configurations of λ2, λ3), with bounded degradation

ly at design extremes. Specifically, the minimum accuracy of
.42% occurs at the single boundary configuration (λ2 = 1.0,
= 0.0) where the knowledge preservation loss is com-

tely disabled; all other 35 configurations exceed 78%, with
st achieving 80–84%. The F1-score is mostly within 0.78–
4, and the p-value remains low across all tested configura-
ns, suggesting robust forgetting under different hyperparam-
r choices.
To further investigate cross-modal generalizability, we con-
ct systematic hyperparameter sensitivity analysis across
aging (Camelyon17) and tabular (ASD) modalities. For
(knowledge distillation weight), imaging data shows mod-
te sensitivity with test accuracy ranging 69.25–85.38%

(CV=8.71%), while tabular data demonstrates high stabili
with accuracy ranging 91.67–93.33% (CV=0.79%). For λ2 (do
main adversarial weight), imaging data exhibits test accurac
range of 69.25–87.88% (CV=10.54%), whereas tabular main
tains 91.67–95.00% (CV=1.59%). These results indicate th
a shared hyperparameter set (λ1 = 1.0, λ2 = 1.0) serves a
a practical default across both modalities, with imaging da
showing moderate sensitivity and tabular demonstrating sub
stantially higher stability (Figure 6).
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Figure 6: Cross-modal hyperparameter sensitivity analysis. Panels A-B sho
imaging modality (Camelyon17) sensitivity to λ1 and λ2. Panels C-D sho
tabular modality (ASD) stability across the same hyperparameter ranges.

Comparative sensitivity analysis with baseline methods. T
further validate AdaptForget’s hyperparameter robustness, w
conduct a comparative sensitivity analysis against 9 baselin
unlearning methods (AFS, Amnesiac, Blindspot, FisherFo
getting, EU-K, CF-K, SISA, SSD-Tuning, INS), testing eac
across the same hyperparameter ranges: learning rates fro
10−4 to 2 × 10−3 and varying training steps. As illustrate
in Figure 7, AdaptForget showed 0% training collapse acro
all 34 configurations (Forget_Acc: 45–75%, Test_Acc predom
inantly > 80%), forming a tight cluster within the stable r
gion (green shaded area). In contrast, baseline methods ex
hibited varying instability: FisherForgetting has 100% collaps
rate, AFS showed 24% collapse with high variance (Test_Ac
65.6±12.5%), and SSD-Tuning had 20% collapse. This relativ
stability stems from our representation-level approach, whic
operates at the feature level through domain adaptation, provid
ing smoother optimization compared to weight-space method
that directly perturb model parameters.

Validation on feature attacks. After applying AdaptForge
existing feature attack methods, such as feature inversion a
tacks (Dosovitskiy, 2016; Mahendran, 2015), and attribute in
ference attacks (Ganju, 2018), show a significant reduction
success rates, demonstrating the robustness of the forgettin
mechanism. Following feature inversion attacks (Dosovitski
2016), which attempt to reconstruct original images from th
model’s internal representations, we evaluate their performanc
on the PathMNIST dataset. Before forgetting, the inversion a
tack reconstructed images with a visual similarity score (SSIM
of 0.78 on average. However, after forgetting the specific da
samples, the SSIM drops to 0.14. Following attribute inferenc
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ure 7: Privacy-utility trade-off comparison. AdaptForget (green star, n =
) occupies a stable region (green shaded area) with all configurations clus-
ing tightly. Baseline methods (colored dots, n = 25 each) show scattered
tributions, with collapsed configurations marked as ×. Large dots represent
thod-wise means.

acks (Ganju, 2018), which aim to infer sensitive attributes
m model outputs, we observe a dramatic decrease in the suc-

ss rate on the tabular dataset MDD. Before forgetting, the
ccess rate of inferring attributes is 44.8%, but after forgetting

targeted samples using AdaptForget, the success rate drops
8.1%.
Attribute-level forgetting validation. To further validate clini-
l applicability, we conduct an attribute-level forgetting exper-
ent on Camelyon17, where the node label (hospital/center
) serves as a proxy for sensitive institutional attributes. We
signate samples from node=1 as the forget set, with remain-

nodes as the retain set. We evaluate three metrics jointly:
) SSIM Inversion Risk (SSIMforget, lower is better) measur-

reconstruction quality under white-box inversion attacks,
) Attribute Identifiability (attrforget, lower is better) measur-

accuracy of a post-hoc attribute classifier trained on un-
rned model features (random baseline: 20% for 5-class bal-
ced classification), and (3) Task Performance (testacc, higher
better) measuring diagnostic accuracy on the full test set.

le 6: Attribute-level forgetting results showing privacy-utility trade-offs
oss all compared methods.

Method SSIMforget attrforget testacc

AdaptForget 0.2625 13.50% 90.86%
Fisher 0.127 1.60% 25.19%
SSD 0.356 0.00% 50.00%
Amnesiac 0.279 30.85% 47.10%
Blindspot 0.257 41.75% 49.43%
SISA 0.277 54.20% 86.76%
INS 0.263 55.25% 92.08%
CF-K 0.280 57.40% 90.28%
EU-K 0.280 59.20% 90.21%

As shown in Table 6, AdaptForget is the only method
t reduces attribute identifiability below the random baseline

3.50% < 20%) while maintaining high diagnostic accuracy
0.86%). Methods with comparable task performance (INS:

92.08%, CF-K: 90.28%, EU-K: 90.21%) fail to erase the a
tribute (55-59% identifiability). Aggressive forgetting method
(Fisher, SSD) achieve low attribute identifiability but their tas
accuracy collapses to 25-50%, representing model failure rath
than selective forgetting.

Cross-domain unlearning validation. To validate AdaptFo
get’s applicability to federated-like scenarios, we conducted
domain-level unlearning experiment on Camelyon17-WILD
multi-center dataset. We simulate a scenario where three med
ical centers (Centers 0, 3, 4) collaboratively train a patholog
classification model, after which Center 4 withdraws due
privacy compliance and requests data removal. We train th
teacher model on Centers 0, 3, 4, then forget all samples fro
Center 4 while retaining Centers 0 and 3. Table 7 shows Adap
Forget achieves a favorable balance between forgetting efficac
(Forget Acc: 57.38%) and task utility (Test F1: 0.887), ou
performing baseline methods that either fail to forget effe
tively (SISA: 86.58% Forget Acc) or sacrifice task performanc
(FISHER: 0.1359 Test F1).

Table 7: Cross-domain unlearning results comparison.

Method Forget Acc (%) Test F1
AdaptForget 57.38 0.887
FISHER 39.72 0.1359
SSD 50.94 0.6667
AMNESIAC 52.5 0.7135
INS 62.15 0.8577
BLINDSPOT 63.24 0.2594
EU_K 64.73 0.8573
CF_K 66.79 0.8696
SISA 86.58 0.8291

This cross-domain experiment demonstrates AdaptForget
applicability to federated learning scenarios. Unlike conven
tional federated unlearning methods (e.g., FedEraser) that r
quire synchronous multi-party collaboration and substanti
communication overhead, AdaptForget operates as a serve
side post-federated unlearning solution. This enables the cen
tral server to efficiently remove a withdrawing party’s data con
tribution without re-engaging all participating hospitals: a crit
cal advantage in medical contexts where coordinating retrainin
cycles is often logistically infeasible. Furthermore, by targetin
feature-level representations rather than output re-calibratio
AdaptForget provides robust defense against sophisticated pr
vacy threats like feature inversion attacks, offering a practic
zero-interaction unlearning mechanism for federated medic
imaging systems.

Analysis on metric correlation. Figure 3f demonstrates th
correlation between the feature-level audit metric (IVD) an
the output-level audit metric (ensembled membership attac
EMA). Specifically, the scatter plots show positive correlation
between IVDScore and EMA (R2 = 0.429), IVDEuclidean an
EMA (R2 = 0.424), and IVDManhattan and EMA (R2 = 0.420
across all datasets. These results indicate that while the IV
metrics and EMA are not identical, they exhibit a consiste
alignment. This correlation underscores the ability of IVD
reflect meaningful changes in feature-level representations du
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unlearning. More importantly, IVD offers complementary
ights that EMA alone cannot capture, as it evaluates the for-
tting process from a granular feature-level perspective.
Sequential unlearning stability. To evaluate long-horizon
havior under repeated deletion requests, we conduct a se-
ential unlearning protocol where the same deployed model
updated cumulatively over 100 consecutive forget requests.
ross these 100 steps, AdaptForget maintains stable utility
thout catastrophic collapse in the tested setting. Retain ac-
racy remains essentially unchanged (94.28% → 94.95%),
ile test accuracy exhibits only a modest decrease (92.84% →
.69%, -1.15 percentage points). Meanwhile, IVD-S increases
m 34.42 to 66.83 (+94%), indicating progressively stronger
ture-space isolation of forgotten samples. Since this increase
not accompanied by a collapse in retain or test accuracy, it
consistent with selective forgetting being strengthened rather
n uncontrolled feature drift. For a matched-step comparison,
evaluate SISA at 30 sequential requests (computational con-

aints prevent extending to 100 steps). SISA achieves higher
ain accuracy (97.44%), reflecting the benefit of shard retrain-
, but AdaptForget attains stronger feature isolation (IVD-S:

.96 vs 30.26) and competitive test accuracy with a substan-
lly lighter update mechanism. We therefore view AdaptFor-
t as offering a favorable efficiency-stability trade-off for prac-
al settings with frequent deletion requests. Figure 8 visual-
s the trajectory across 100 steps.
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ure 8: Longitudinal analysis of 100 sequential unlearning steps. Retain Ac-
acy (blue) remains stable, while IVD-S (red) increases, indicating strength-
ng representation-level forgetting without utility collapse.

To further validate IVD’s utility as a feature-space audit met-
, we examine its correlation with feature-based attacks (Fea-
e Inversion measured by SSIM). Based on cross-method
mparison (10 methods), we observe a strong negative cor-
ation: Pearson r = −0.92, R2 = 0.85, p = 1.65 × 10−4.
shown in Figure 9, IVD exhibits significantly stronger cor-

ation with feature reconstruction risk (SSIM, R2 = 0.85)
mpared to its correlation with output-level membership infer-
ce (EMA, R2 = 0.42). This is consistent with IVD’s design:
measures feature-space isolation, which directly relates to
ture-level privacy leakage. The weak IVD-EMA correlation
ects that feature-level and output-level privacy risks oper-
at different abstraction layers; a method can achieve strong

tput-level privacy (low EMA) while still leaking feature-level
ormation (low IVD), or vice versa.
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Figure 9: IVD-S correlation with feature-level attack (SSIM). IVD-S show
strong negative correlation with SSIM (R2 = 0.85, p < 0.001), indicati
that higher feature isolation corresponds to lower reconstruction quality. Ea
point represents a different unlearning method.

Subgroup analysis on retained data. To evaluate whether un
learning causes disproportionate impacts on specific subgroup
within the retained set, we conduct per-class evaluation o
Camelyon17. Table 8 and Figure 10 show the results.

Table 8: Subgroup performance on retained set before and after unlearning

Retained Subgroup Before After Delta
Non-Tumor sensitivity 99.90% 78.19% -21.71 pp
Non-Tumor F1-score 0.998 0.873 -0.125
Tumor sensitivity 99.81% 99.12% -0.69 pp
Tumor F1-score 0.999 0.902 -0.097
Overall accuracy 99.85% 88.95% -10.90 pp

Non-Tumor Tumor

Class

0

20

40

60

80

100

A
cc

ur
ac

y

99.9 99.8

77.8

99.1

Non-Tumor Tumor

Class

0.0

0.2

0.4

0.6

0.8

1.0

F1

0.998 0.999

0.870 0.901

Before Unlearning
After Unlearning

Before Unlearning
After Unlearning

Figure 10: Class-wise performance comparison on retained set. Left: Pe
class accuracy (sensitivity). Right: Per-class F1-score. The unlearning proce
causes disproportionate degradation on the Non-Tumor subgroup while pr
serving Tumor detection capability.

Performance degradation is not uniform across classes. Non
Tumor sensitivity drops by 21.71 percentage points, while Tu
mor sensitivity remains largely preserved with only 0.69 pe
centage point decrease. Confusion matrix analysis reveals th
only 9/1028 Tumor samples (0.87%) are misclassified as Non
Tumor (false negatives), while 212/972 Non-Tumor sample
(21.8%) are misclassified as Tumor (false positives). This ind
cates the degradation primarily manifests as reduced specifici
rather than reduced sensitivity.

To verify whether the local manifold structure of retaine
samples remains intact, we conducted k-NN analysis. A
shown in Figure 11, the k-NN accuracy on retained sample
drops by only 2.47%-2.84% across different k values (5, 1
20), indicating that the local manifold structure remains large
stable. This demonstrates that while the classifier’s decisio
boundaries have shifted, the neighborhood relationships of r
tained samples in the embedding space have not been severe
disrupted.

Visual interpretability analysis. To validate attention patter
changes, we apply Grad-CAM Selvaraju (2017) to visualiz
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ure 11: k-NN manifold structure analysis on retained samples. The vi-
lization shows decision boundary comparison before and after unlearning,
onstrating that local neighborhood relationships remain largely intact de-

te boundary shifts.

del focus before and after unlearning. Quantitative analy-
shows: (1) IoU@top20%=0.00, indicating complete reloca-

n of peak attention regions; (2) cosine similarity=0.37±0.24,
nfirming substantial shift in spatial attention distribution;
) confidence drop=0.26±0.03 on forget samples. Figure 12
monstrates that post-unlearning attention disperses from dis-
minative features (e.g., tumor regions) to background areas,
chanistically explaining the performance degradation on for-

t classes.

Input Before unlearning After unlearning

ure 12: Grad-CAM visualization comparing attention patterns before and
er unlearning. The heatmaps show that the model’s attention shifts from
criminative regions to diffuse background areas after unlearning.

Output probability distribution analysis. To quantify the un-
rtainty of model predictions on forgotten data, we analyze the
ediction entropy distribution. Results show that after unlearn-
, mean entropy increases from 0.035 (5% of maximum) to
93 (99.9% of maximum entropy), with output probabilities

proaching uniform distribution ([50.6%, 49.4%]) and KL di-
rgence of 0.0006. This demonstrates that the model achieves
ximum uncertainty on forgotten data, consistent with treat-
them as out-of-distribution samples (Figure 13).

Extension to nature image forgetting. The results in Table 9
monstrate that AdaptForget consistently outperforms exist-
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Max entropy = ln(2) = 0.6931

Figure 13: Prediction entropy distribution before and after unlearning. A
ter unlearning, the entropy distribution concentrates near maximum entro
ln(2) = 0.693, indicating maximum uncertainty.

ing unlearning methods across both CIFAR-10 and MNIS
The model achieves the highest IVD score, indicating sup
rior feature disentanglement, and maintains high classificatio
accuracy and F1-score, ensuring minimal utility degradatio
This highlights its potential for broader application in natu
ral image forgetting, where high-dimensional feature entangl
ment presents significant challenges. The use of OOD-drive
feature-output disentanglement makes AdaptForget adaptab
to diverse data distributions, enabling its extension to setting
of real-world scene datasets.

Validation of OOD selection strategy. To validate the em
pirical OOD selection strategy proposed in Section 3.3, w
conducted multi-configuration analysis on the Camelyon17
WILDS dataset. Table 10 demonstrates that while OOD in
tensity acts as a lever to balance privacy and utility, unlearnin
performance remains stable across multiple noise types. Speci
ically, Gaussian noise with low intensity achieves Forget Ac
= 63.0% and OOD AUROC = 0.88, demonstrating strong fo
getting effectiveness. Increasing the intensity to medium fu
ther reduces Forget Acc to 55.0%, but at the cost of reduce
Test Acc (84.9%). Uniform noise with low intensity provide
a balanced alternative with Forget Acc = 73.0% and Test Ac
= 91.7%. This confirms that the proposed strategy provides
practical starting point for empirically selecting OOD param
ters, with dataset-specific tuning remaining necessary.

5. Conclusion

In this work, we introduced AdaptForget, a domain-adaptiv
feature-level machine unlearning framework designed to ensu
complete and verifiable forgetting while maintaining mod
utility. Unlike traditional output-level unlearning approache
AdaptForget employs a structured feature disentangleme
strategy, leveraging out-of-distribution (OOD) data to guide th
unlearning process in a controlled manner. This enables e
fective removal of forgotten data from both feature and outp
spaces while preventing feature collapse. To formalize the un
learning process, we established a feature-level unlearning gen
eralization bound, providing theoretical insights into the trad
off between forgetting effectiveness and model generalizatio
We also proposed the OOD-driven feature-output disentangl
ment loss, which enforces feature alignment between forgo
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Table 9: Performance comparison of different unlearning methods on CIFAR-10 and MNIST datasets. The best results are in bold.

Method (k=0.5) CIFAR-10 MNIST

P-value Acc F1 IVD P-value Acc F1 IVD

AdaptForget 6.88e-07 0.7788 0.7783 329.945 3.31e-07 0.9860 0.9860 347.962
AFS 1.14e-05 0.7754 0.7739 308.802 6.90e-03 0.9778 0.9774 338.149
Amnesiac 1.61e-04 0.7358 0.7320 97.0341 1 0.9802 0.9805 118.851
Blindspot 2.01e-03 0.7697 0.7710 224.144 1 0.9820 0.9822 202.553
CF-K 1.56e-01 0.7712 0.7725 130.449 1 0.9848 0.9847 191.210
EU-K 8.44e-05 0.7728 0.7729 65.387 1 0.9840 0.9840 42.294
FisherForgetting 5.78e-04 0.7279 0.7253 214.441 3.18e-01 0.9814 0.9815 225.315
SISA 1.37e-05 0.7278 0.7277 185.298 3.18e-01 0.9746 0.9745 140.691
SSD-Tuning 6.90e-03 0.7703 0.7655 241.922 1 0.9854 0.9854 203.112
INS 2.86e-06 0.5930 0.5921 204.414 1.08e-03 0.7672 0.7502 210.906

Table 10: Multi-configuration OOD analysis on Camelyon17.

OOD Type Intensity Forget Acc ↓ Test Acc ↑ F1 ↑
Uniform Noise Low 73.0 91.7 0.91
Gaussian Noise Low 63.0 90.3 0.91
Gaussian Noise Medium 55.0 84.9 0.86

and OOD data while ensuring prediction-level randomiza-
n to break decision boundary dependencies. Furthermore,
address the lack of rigorous verification of unlearning, we
roduced the isolation verification distance (IVD), a novel
ture-level audit metric that quantitatively measures the ex-
t of forgetting in latent representations. Extensive exper-
ents across various datasets demonstrate that AdaptForget
tperforms state-of-the-art unlearning methods in both batch
d single-entry data forgetting while preserving model util-
. Future work includes extending AdaptForget to more com-
x real-world scenarios, such as continuous learning, feder-
d learning, and systematic validation on broader sensitive
tient subgroups, where efficient and adaptive unlearning re-
ins a challenge.
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Appendix A. Details on the Feature Entanglement

Feature-level disentanglement is a critical aspect of effectiv
unlearning, as it ensures that forgotten data points are not on
removed from the model’s predictions but are also function
ally and representationally isolated in the feature space. Th
section discusses two key observations from Figure A.1, whic
highlight the limitations of existing methods and the advantage
of AdaptForget.

Limitations of Existing Methods in Feature-Level Forge
ting. From Figure A.1, it is evident that all existing unlearn
ing methods, except AdaptForget, fail to achieve comprehen
sive feature-level forgetting. Approximately 99% of the forgo
ten samples remain entangled with the retaining samples in th
high-dimensional feature space. This persistent entangleme
indicates that these methods are unable to effectively isola
the feature representations of forgotten data, leaving significa
residual dependencies. Such entanglement undermines the pr
vacy guarantees of these methods, as the forgotten data poin
continue to influence the model’s decision-making indirectl
This observation confirms that current approaches are inad
quate for achieving complete feature-level unlearning, thereb
compromising the integrity of the forgetting process.

Feature-Level Forgetting Achieved by AdaptForget. I
contrast, AdaptForget demonstrates a clear separation of fo
gotten data points from the retaining samples. In Figure A.
the forgotten data points are predominantly entangled with th
OOD samples, while only a small fraction remains entangle
with the retaining data. This pattern highlights the success o
AdaptForget in aligning forgotten samples with OOD data, e
fectively removing their representational impact from the train
ing data. The minimal entanglement with retaining sample
further validates the effectiveness of AdaptForget in isolatin
feature representations. By leveraging domain-invariant rep
resentation learning and feature-level isolation, AdaptForg
achieves a robust and comprehensive unlearning process, se
ting a new standard in privacy-preserving machine unlearnin
These observations highlight the critical advantages of Adap
Forget over existing methods, as it addresses the persistent fe
ture entanglement challenge, ensuring that forgotten data poin
are truly erased at both the prediction and feature levels.
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Figure A.1: t-SNE visualizations comparing feature representations of forgotten data, retaining data, and OOD data across various unlearning methods.

pendix B. Full Discussion on Single-Entry Data Forget-
ting

The right to revoke personal healthcare data is a fundamental
pect of patient privacy. In dynamic healthcare environments,
suring the real-time removal of individual patient records is
ramount. Single-entry data forgetting addresses this need by
abling real-time deletion without waiting for a batch of data
accumulate. This capability is particularly critical in scenar-
involving rare diseases, highly sensitive medical conditions,

histories of substance abuse, where timely compliance with
ta removal requests can significantly impact patient trust and
ivacy.
Single-entry data forgetting is uniquely tailored to erase indi-

vidual patient records while maintaining the integrity of the r
maining data. This approach safeguards vulnerable individua
from potential privacy violations, which could result in discrim
ination, stigmatization, or even personal harm. For instance,
dermatology-based diagnostic systems (Zhou, 2024), images o
skin conditions are intrinsically tied to patient identities. If th
information is not adequately erased, it risks being leaked, po
tentially causing irreversible harm to individuals’ reputation
and social standing.

As patients increasingly demand control over their person
information, healthcare organizations face mounting pressure
comply with deletion requests promptly and effectively. Failu
to do so exposes these organizations to significant legal and eth
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l liabilities, undermining public trust in AI-driven healthcare
stems. Developing robust algorithms for single-entry data
rgetting is vital for compliance and preserving the utility and
rness of healthcare models.
While single-entry data forgetting can be seen as a specific
se of batch data forgetting, it introduces unique challenges
t warrant independent consideration. DL models inherently

tangle individual data points with the broader dataset in high-
ensional feature spaces. This entanglement complicates the

ocess of erasing a single data point completely, especially
en traditional machine unlearning methods focus primar-
on adjusting output-level predictions. These methods of-
overlook the intrinsic feature representations, leaving the

rgotten data’s traceable fingerprints in the model. The detail
allenges are as follows.

• Complex Interdependencies: DL models learn statistical
patterns and interdependencies across the entire training
dataset rather than treating data points in isolation (Serra,
2018; Van de Ven, 2020). The removal of a single data
point can inadvertently disrupt these learned relationships,
potentially altering the model’s overall structure and per-
formance.

• Feature Space Clustering: In the feature space, data
points within the same class often form dense clus-
ters (Cai, 2018; Kauffmann, 2024). Forgetting a single en-
try without disrupting the integrity of these clusters is chal-
lenging. Removing one point risks altering the model’s
representation of similar points, potentially degrading its
predictive accuracy for related samples.

• Dynamic Model Behavior: DL models exhibit dynamic
behavior during training, with individual data points fluc-
tuating between being remembered and forgotten as the
model continuously updates its internal states (Zhou,
2023; Huang, 2021). This dynamic nature complicates the
verification process, making it difficult to ensure that a sin-
gle data point has been fully erased without residual influ-
ence.

The AdaptForget framework directly addresses these chal-
ges through domain-invariant representation learning and
ture-level isolation. Unlike existing methods that focus

lely on output-level predictions, AdaptForget effectively iso-
es forgotten data points in the feature space, pulling them
ser to out-of-distribution (OOD) representations. This en-

res that the forgotten data points are not only removed from
model’s predictions but are also functionally and representa-

nally distanced from the retained data. AdaptForget demon-
ates that it is possible to achieve real-time unlearning of sin-

data points while maintaining the model’s performance on
retained data. By addressing the entanglement of data in

h-dimensional feature spaces, it overcomes the limitations of
ditional unlearning methods. This makes it particularly well-
ited for healthcare applications, where the stakes of privacy
lations are high, and timely compliance with data deletion
uests is critical.

Appendix C. Detailed Discussion on the Limitations of Ex
isting Metrics

Current machine unlearning tools are predominantly evalu
ated using metrics such as accuracy, F1-score, and ensemble
membership attack (EMA), which assesses p-values of correc
ness, confidence, and entropy (Zhou, 2023). While these me
rics effectively measure forgetting in the output space, they fa
short in evaluating the feature-level unlearning. This creates
significant gap in ensuring comprehensive data protection, a
improvements in output-level metrics do not necessarily equa
to successful erasure of sensitive information in the feature rep
resentations.

Feature representations in deep learning models capture in
tricate patterns and characteristics of training data. Retention o
such representations, even after unlearning, leaves models vu
nerable to feature-space attacks like feature inversion (Doso
vitskiy, 2016; Mahendran, 2015), attribute inference (Ganj
2018), and gradient leakage (Zhu, 2019; Geiping, 2020). Thes
attacks can reconstruct sensitive patient information from th
internal states of the model, bypassing output-level defense
Therefore, the absence of robust feature-space metrics unde
mines the effectiveness of existing unlearning methods, esp
cially in privacy-sensitive domains such as healthcare.

EMA, a widely used audit mechanism, also exhibits notab
limitations in auditing single-entry data forgetting and featur
level unlearning. While effective for batch data forgettin
EMA struggles to confirm the removal of individual data point
This limitation arises because the influence of a single da
point on the model’s overall behavior is often subtle, leadin
to minor changes in the model’s outputs that EMA may fail
detect. Additionally, the inherent randomness and redundanc
in deep neural networks obscure the contributions of single da
points, making EMA less reliable in these scenarios. Thes
shortcomings are particularly problematic in complex model
where such subtle changes can easily go unnoticed.

Feature-level auditing is another weak area for EMA. A
though it monitors output-layer changes effectively, outpu
level forgetting does not guarantee the erasure of underlyin
feature representations. This results in “feature entanglement
where the features of forgotten data remain strongly associate
with those of other data points. Such entanglement undermine
the effectiveness of unlearning, leaving the model vulnerable
attacks like feature inversion and gradient leakage, which ex
ploit the retained feature-level information. EMA’s primary fo
cus on output-layer metrics neglects these risks, providing a
incomplete assessment of unlearning effectiveness.

To address these shortcomings, objective metrics for the fe
ture space, such as Euclidean and Manhattan distances, shou
be incorporated. These metrics quantitatively measure the sim
ilarity between feature representations of the model before an
after unlearning. For example, a large Euclidean distance b
tween the latent representations of the forgotten data in th
original model and the unlearned model indicates successf
feature-level unlearning, whereas a minimal distance sugges
residual retention of the data.

In addition, composite metrics like the IVD-Score, whic
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mbines Euclidean and Manhattan distances, can offer a more
anced evaluation of feature-space changes. By incorporating
se metrics, unlearning methods can be evaluated comprehen-
ely, ensuring both output predictions and internal representa-
ns no longer retain traces of the forgotten data. This approach
dresses the limitations of EMA, enhancing the robustness of
ivacy protection mechanisms in machine unlearning.

pendix D. Model Prediction Divergence Comparison

To assess the impact of the forgetting process on model pre-
tions, we compare the outputs of the unlearning model and
retrained model for the same forgotten sample. The re-

ined model serves as a gold standard, representing a model
ined from scratch without the forgotten sample. Since re-
ining a model without the forgotten data is computationally
pensive, this comparison provides a benchmark to evaluate

success of the unlearning process. The smaller the predic-
n divergence for the forgotten sample between the unlearning
del and the retrained model, the more successful the forget-
g process. This comparison ensures that the unlearning pro-
ss not only alters the feature representation but also signifi-
ntly impacts the model’s predictions for the forgotten sample.
To measure the distance between the probability distributions
edicted by the unlearning model and the retrained model for

forgotten data point, the KL divergence is used to quantify
s distance:

IVDKL =

K∑

j=1

Cstudent(Fstudent(xforgotten))j

× log
Cstudent(Fstudent(xforgotten))j
Cretrain(Fretrain(xforgotten))j

.

(D.1)

re,Cstudent(Fstudent(x)) andCretrain(Fretrain(x)) denote the out-
t probability distributions of the unlearned model and the re-
ined model for input x, respectively, and K is the number of
sses. A lower IVDKL indicates more effective forgetting of
pecific data point, confirming the effectiveness of the forget-
g process.

pendix E. Theoretical Preliminaries

finition 6 (Empirical H∆H-Discrepancy). Let H be a class
binary (or real-valued) hypotheses, and let P̂ and Q̂ be two
pirical distributions (samples) of size mP and mQ from dis-

butions P and Q over the same domain X . Define

d̂H∆H
(
P̂ , Q̂

)
= sup
h1,h2 ∈H

∣∣∣ Êx∼P̂
[
1{h1(x) ̸= h2(x)}

]

− Êx∼Q̂
[
1{h1(x) ̸= h2(x)}

]∣∣∣. (E.1)

ere Êx∼P̂ denotes the empirical expectation under sample
This measures how well two empirical distributions can be

parated by pairs of hypotheses in H.

Definition 7 (Empirical Rademacher Complexity). Let Ŝ
{z1, . . . , zn} be an i.i.d. sample from some distribution ove
X . Let H be a class of real-valued functions h : X → R. Th
empirical Rademacher complexity of H on Ŝ is

R̂Ŝ(H) = Eσ

[
sup
h∈H

1

n

n∑

i=1

σih
(
zi
)
]
, (E.2

where each σi is an independent uniform random variable ta
ing values in {±1}. This complexity quantifies how richly H
can fit random noise in the sample Ŝ.

Definition 8 (Alignment Error λ). Given two distributions P
(retained) and Pf (forgotten), and a hypothesis class H, defin

λ = inf
h∗∈H

[
ϵPr

(h∗) + ϵPf
(h∗)

]
, (E.3

where ϵPr
(h∗) is the (true) expected classification error of h

under Pr, and likewise ϵPf
(h∗) is the expected error under P

A smaller λ indicates that a single hypothesis can simultan
ously fit both Pr and Pf well.

Appendix E.1. Formal Statement and Proof of Proposition
(Directional Role of σ)

Proposition 2 (Directional role of OOD intensity σ). Let P
denote the pre-unlearning representation distribution of the fo
get set and Pσf the post-unlearning distribution. Define th
residual matching error ησ := d̂H∆H(Pσf , Qσ). Suppose th
OOD family {Qσ} satisfies the monotonicity condition: for a
σ2 > σ1,

d̂H∆H(P 0
f , Qσ2) ≥ d̂H∆H(P 0

f , Qσ1).

This condition holds by construction for Gaussian noise fam
lies. Then the triangle inequality for d̂H∆H gives:

d̂H∆H(Pσf , P
0
f ) ≥ d̂H∆H(P 0

f , Qσ)− ησ.

Hence, under the monotonicity condition, increasing σ enlarge
a lower bound on the displacement of forgotten representa
tions (strengthening forgetting). At the same time, a large
d̂H∆H(Pr, Qσ) entering the retained-data risk bound of Propo
sition 1 can reduce retained-data utility, yielding the expecte
forgetting–utility tension.

The triangle inequality for d̂H∆H states that for any three di
tributions A, B, C:

d̂H∆H(A,C) ≤ d̂H∆H(A,B) + d̂H∆H(B,C).

Applying this with A = P 0
f , B = Qσ , C = Pσf :

d̂H∆H(P 0
f , P

σ
f ) ≤ d̂H∆H(P 0

f , Qσ) + d̂H∆H(Qσ, P
σ
f ).

Rearranging (and noting d̂H∆H is symmetric):

d̂H∆H(Pσf , P
0
f ) ≥ d̂H∆H(P 0

f , Qσ)− ησ.
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le C.1: Performance comparison of different machine unlearning methods across various datasets with single sample forgetting. Best results are highlighted
ld.

Dataset Metric AdaptForget AFS Amnesiac Blindspot FisherForgetting INS SSD-Tuning

PathMNIST

Acc 0.7940 0.7292 0.7435 0.7755 0.7375 0.3789 0.6116
F1 0.9920 0.9370 0.7490 0.7750 0.7370 0.2800 0.5960
IVD-E 45.9820 26.9050 14.5120 20.3750 21.5410 24.6890 19.8350
IVD-M 1049.3140 634.1700 274.1710 430.2190 444.3910 516.2960 409.4190
IVD-S 547.6480 330.5375 144.3415 225.2970 232.9660 270.4925 214.6270

OCTMNIST

Acc 0.7541 0.7509 0.7272 0.7034 0.6483 0.5092 0.7379
F1 0.9091 0.8864 0.6943 0.6782 0.6018 0.4462 0.7017
IVD-E 24.7910 23.9040 8.7780 12.7660 13.5820 13.5080 10.4020
IVD-M 532.0170 525.0380 142.3720 249.4130 271.0390 240.0410 183.2170
IVD-S 278.4040 274.4710 75.5750 131.0895 142.3105 126.7745 96.8095

RetinaMNIST

Acc 0.5840 0.5549 0.4479 0.4583 0.3535 0.4106 0.4704
F1 0.5016 0.2018 0.4382 0.4443 0.3056 0.2836 0.3990
IVD-E 45.8870 39.2630 34.0690 33.0690 37.6050 38.4180 18.6040
IVD-M 1022.0390 906.6650 702.3710 708.8850 828.3660 820.9020 379.9700
IVD-S 533.9630 472.9640 368.2200 370.9770 432.9855 429.6600 199.2870

DermaMNIST

Acc 0.7250 0.7246 0.7097 0.7140 0.5558 0.3792 0.7214
F1 0.8252 0.6026 0.7140 0.7185 0.5463 0.2197 0.6588
IVD-E 49.1640 37.1130 20.5000 25.2100 25.8520 34.3520 18.4670
IVD-M 1025.6750 847.5190 451.4390 543.5100 558.0850 704.0240 401.6730
IVD-S 537.4195 442.3160 235.9695 284.3600 291.9685 369.1880 210.0700

ASD

Acc 0.9536 0.9367 0.8509 0.9453 0.9046 — 0.9529
F1 0.9672 0.9554 0.8399 0.9452 0.8970 — 0.9522
IVD-E 8.9410 7.6520 3.0670 3.2590 3.4250 — 2.1680
IVD-M 53.2460 51.5350 17.1160 18.5860 19.6960 — 11.8040
IVD-S 31.0935 29.5935 10.0915 10.9225 11.5605 — 6.9860

Diabetes

Acc 0.7299 0.7289 0.7254 0.7255 0.6307 — 0.7238
F1 0.7283 0.7278 0.7248 0.7252 0.5874 — 0.7232
IVD-E 2.3130 1.0790 1.0860 0.9230 0.9400 — 0.5470
IVD-M 7.7490 5.5550 4.1010 4.1640 4.3420 — 2.3850
IVD-S 5.0310 3.3170 2.5935 2.5435 2.6410 — 1.4660

MDD

Acc 0.7315 0.7123 0.6960 0.6813 0.6066 — 0.6941
F1 0.7352 0.7209 0.6940 0.6763 0.5508 — 0.6919
IVD-E 1.9880 1.1550 1.0370 1.5560 1.6220 — 0.7030
IVD-M 9.0970 6.1250 4.2420 7.8930 8.3700 — 3.4320
IVD-S 5.5425 3.6400 2.6395 4.7245 4.9960 — 2.0675

der the monotonicity condition, d̂H∆H(P 0
f , Qσ) is non-

creasing in σ, so the lower bound on the displacement grows.
e retained-data utility claim follows directly from Proposi-
n 1: sinceQσ enters the discrepancy term |d̂H∆H(P̂r, Qσ)−
∆H(P̂f , Qσ)| in the risk bound, a larger σ that simultane-
sly moves Qσ away from Pr can loosen the bound and de-
ade retained-data utility. □
te: This result provides a conditional, qualitative explanation
the directional role of σ; it is not a certified privacy guarantee
d does not substitute for the empirical ablation in Section 4.3.

pendix F. Proof of Proposition 1

ep 1: Decomposing the retained-domain error ϵPr
(h)

We begin by defining the optimal hypothesis h∗ that min
mizes the classification error across both retained and forgotte
data distributions:

λ = inf
h∗∈H

[
ϵPr

(h∗) + ϵPf
(h∗)

]
. (F.1

By adding and subtracting ϵPr
(h∗) and ϵPf

(h∗), we rewrite th
classification error on Pr for any hypothesis h ∈ H as:

ϵPr
(h) = ϵPr

(h∗) + (ϵPr
(h)− ϵPr

(h∗))

= λ+
[
(ϵPr (h)− ϵPr (h

∗)) + (ϵPf
(h)− ϵPf

(h∗))
]

(F.2

The alignment error λ represents the best achievable error trad
off between Pr and Pf . Our goal is now to bound the addition
term involving ϵPr

(h) and ϵPf
(h).
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Table C.2: Summary of Dataset Splits and Concepts

bbreviation Full Name Description
O Query dataset overlapped with the training dataset The original dataset used for querying the model. It includes data points

that are part of the training set.
NO Query dataset disjoint with the training dataset A dataset consisting of data points not seen by the model during train-

ing, used to query the model and assess its ability to forget.
F Query dataset A subset of the original training dataset that has been explicitly targeted

for forgetting by the unlearning algorithm.
OD Out-of-Distribution A dataset that contains data points from a distribution different from

the training data. It is used to improve the feature-level unlearning to
forget.

rain set Train Dataset A training dataset is utilized to instruct a model on how to comprehend
and predict input data. It comprises a variety of examples that enable the
model to learn by adjusting its parameters, distinct from the test dataset
which is solely used for evaluating the model’s final performance.

alibration Calibration Dataset A dataset that is disjoint from the training set but similar to the test set.
It is used exclusively to calculate the p-value and evaluate the forgetting
process.

est Set Test Dataset A dataset used to evaluate the performance of the model after training.
It is disjoint from the training data and used to assess metrics such as
accuracy and F1-score.

Proportion k The proportion of the training data used to train the student model in
some unlearning methods, often represented as a fraction of the total
training data.

Step 2: Relating Pr and Pf to the OOD domain Q
We assume that the model has no predictive capability on
seen OOD data, leading to the assumption:

ϵQ(h) = ϵQ(h
∗). (F.3)

ing domain adaptation bounds (cf. (Ben-David, 2010)), we
press the classification error differences in terms of the H-
ergence between distributions. Specifically, for any pair of
potheses (h1, h2), the following inequality holds:

∣∣ϵPf
(h1, h2)− ϵQ(h1, h2)

∣∣ ≤ dH∆H(Pf , Q), (F.4)

d similarly for Pr. This allows us to rewrite ϵPf
(h) and

r (h) as:

ϵPf
(h) ≤ ϵQ(h) + dH∆H(Pf , Q),

ϵPr (h) ≤ ϵQ(h) + dH∆H(Pr, Q). (F.5)

Substituting these bounds into the earlier decomposition of
r
(h), we obtain:

ϵPr
(h) ≤ λ+

[
(ϵQ(h) + dH∆H(Pr, Q)− ϵQ(h))

+ (ϵQ(h) + dH∆H(Pf , Q)− ϵQ(h))
]
. (F.6)

assuming that the model exhibits no predictive advantage
the OOD data, we set ϵQ(h) = ϵQ(h

∗) = cQ, where cQ
a constant independent of the hypothesis. This assumption
plies that ϵQ(h)− ϵQ(h

∗) = 0, leading to:

ϵPr
(h) ≤ λ+

[
dH∆H(Pr, Q)− dH∆H(Pf , Q)

]
. (F.7)

us, the term
[
dH∆H(Pr, Q) − dH∆H(Pf , Q)

]
naturally ap-

ars: a large dH∆H(Pr, Q) increases the error, while a small
∆H(Pf , Q) helps remove Pf .

Step 3: Bounding the empirical risk using Rademache
complexity

We now switch to empirical estimates. The empirical ris
ϵ̂S(h) provides an approximation to ϵPr

(h), which we boun
using Rademacher complexity. A standard generalizatio
bound for H-bounded classification (cf. (Bartlett, 2002)) state
that with probability at least 1− δ:

ϵPr
(h) ≤ ϵ̂S(h) + 2Rn(H) +

√
log(2/δ)

2n
. (F.8

This follows from McDiarmid’s inequality and uniform conve
gence bounds.

Similarly, the H∆H-divergence between two distributions
estimated from a finite sample. Instead of assuming direct ap
proximations, we introduce a bound based on sample complex
ity (cf. (Mohri, 2018)):

∣∣dH∆H(Pr, Q)− d̂H∆H(P̂r, Q̂)
∣∣ ≤ Rm(H) +

√
log(2/δ)

2m

∣∣dH∆H(Pf , Q)− d̂H∆H(P̂f , Q̂)
∣∣ ≤ Rm(H) +

√
log(2/δ)

2m
(F.9

where m is the number of unlabeled samples from Pr and P
used to estimate the discrepancy.

Step 4: Ensuring non-negativity and final bound deriva
tion

Since dH∆H(Pr, Q) − dH∆H(Pf , Q) may be negative
some cases, we take its absolute value to maintain a val
bound: ∣∣∣d̂H∆H(P̂r, Q̂)− d̂H∆H(P̂f , Q̂)

∣∣∣. (F.10
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ing the above discrepancy bounds, we obtain the final gener-
zation bound:

ϵPr
(h) ≤ ϵ̂S(h) +

∣∣∣d̂H∆H(P̂r, Q̂)− d̂H∆H(P̂f , Q̂)
∣∣∣

+ λ+ 2Rn(H) + 2Rm(H)

+

√
log(2/δ)

2n
+

√
log(2/δ)

2m
. (F.11)

This completes the proof. □
pendix G. Convergence Analysis (Theorem 2)

oof. Our goal is to show that minimizing the OOD-FOD loss
sures that the feature representations of the forgotten data Pf
come indistinguishable from those of the OOD dataQ in both
ture and output spaces as training proceeds.
Step 1: Domain Discriminator and Optimal Solution
The OOD-FOD loss consists of two main components: (1) a
main adversarial term that enforces feature-level alignment
d (2) a KL divergence term that enforces classifier output
gnment. We first analyze the domain adversarial component.
A domain discriminator Dψ(z) is trained to distinguish be-
een the feature representations of the forgotten data Pf (z)
d the OOD data Q(z), where z = Fθ(x) is the extracted
ture representation. The corresponding binary cross-entropy
s for the domain discriminator is:

LDA = −Ez∼Pf

[
logDψ(z)

]
− Ez∼Q

[
log(1−Dψ(z))

]
.

(G.1)

Following adversarial domain adaptation theory (Ganin,
16), the optimal discriminator that minimizes this loss is
en by:

D∗
ψ(z) =

Pf (z)

Pf (z) +Q(z)
. (G.2)

Step 2: Substituting the Optimal Discriminator
Substituting D∗

ψ(z) into the adversarial loss, we obtain:

L∗
DA = −Ez∼Pf

[
log

Pf (z)

Pf (z) +Q(z)

]

− Ez∼Q
[
log

Q(z)

Pf (z) +Q(z)

]
. (G.3)

Rewriting the expectations explicitly, we recognize that this
rresponds to the Jensen-Shannon divergence (JSD) between
(z) and Q(z):

L∗
DA = − log 4 + 2JSD(Pf (z) ∥ Q(z)). (G.4)

Thus, minimizing LDA forces the feature distributions of for-
tten data and OOD data to become similar, i.e.,

DH∆H(Pf (Fθ), Q(Fθ)) → 0, as t→ ∞. (G.5)

This ensures that the forgotten data and OOD data are indis-
guishable in feature space.
Step 3: Classifier Output Alignment and KL Divergence

The second term in OOD-FOD loss enforces classifier outp
alignment through the KL divergence:

LKL = Ezf∼Pf ,zq∼Q
[
KL

(
Cϕ(zf ) ∥ Cϕ(zq)

)]
. (G.6

Using Pinsker’s inequality (Cover, 1999), we obtain:

dTV(Cϕ(zf ), Cϕ(zq)) ≤
√

1

2
KL(Cϕ(zf ) ∥ Cϕ(zq)). (G.7

Since minimizing LKL forces the KL divergence to approac
zero, we obtain:

dTV(P (Cϕ(Fθ(xf ))), P (Cϕ(Fθ(xq)))) ≤ ϵ(t),

∀xf ∼ Pf , xq ∼ Q. (G.8

This ensures that the classifier outputs for the forgotten da
align with those of the OOD data.

By combining the results from Step 2 and Step 3, we con
clude:

DH∆H(Pf (Fθ), Q(Fθ)) → 0,

dTV(P (Cϕ(Fθ(xf ))), P (Cϕ(Fθ(xq)))) ≤ ϵ(t). (G.9

Thus, as t → ∞, minimizing LOOD-FOD guarantees that th
feature representations and classifier predictions of the forgo
ten data Pf align with those of the OOD data Q, achievin
structured forgetting.

Appendix H. Dataset preparation

Medical imaging datasets
In our benchmark experiments, we applied AdaptForget

four image datasets from MedMNIST (Yang, 2023): PathM
NIST, RetinaMNIST, DermaMNIST, and OCTMNIST.

PathMNIST: This dataset consists of 100,000 non
overlapping image patches from hematoxylin and eosin-staine
histological images, and 7,180 image patches from various clin
ical centers. It includes nine types of tissues: adipose, back
ground, debris, lymphocytes, mucus, smooth muscle, norm
colon mucosa, cancer-associated stroma, and COAD epith
lium. All images in PathMNIST are 3×28×28. To ensure
fair comparison and consistency with the experimental setu
of AFS (Zhou, 2023) (applicable to other datasets as well), w
randomly sampled 10,000 images for training, 5,000 images fo
testing, and 1,000 images, disjoint from the training dataset, fo
calibration.

RetinaMNIST: Derived from the DeepDRiD challenge (Li
2022), this dataset contains 1,600 retinal fundus images fro
400 patients. These images are used for ordinal regression
grade the severity of diabetic retinopathy on a five-level scal
The original source images were 3×1,736×1, 824 pixels, whic
were center-cropped to the length of the shorter edge and r
sized to 3×28×28 pixels for standardization. We randomly sam
ple 1,080 images for training, 120 images for testing, 400 im
ages for validation, and 200 images disjoint from the trainin
dataset for calibration.
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DermaMNIST: Originating from HAM10000, this dataset is
omprehensive multi-source collection of dermatoscopic im-
es representing common pigmented skin lesions. It includes
,015 images categorized into seven distinct disease classes:
tinic keratoses and intraepithelial carcinoma/Bowen’s disease
iec), basal cell carcinoma (bcc), benign keratosis-like le-
ns (bkl), dermatofibroma (df), melanoma (mel), melanocytic
vi (nv), and vascular lesions (vasc). For standardized anal-
is, images were resized from 3×600×450 pixels to 3×28×28
els. We randomly sample 7,007 images for training, 1,003
ages for testing, 2,005 images for validation, and 1,000 im-
es disjoint from the validation dataset for calibration.
OCTMNIST: This dataset, derived from an earlier dataset,
ntains 109,309 valid optical coherence tomography (OCT)
ages for diagnosing retinal diseases. The images are divided
o four diagnostic categories: choroidal neovascularization,
betic macular edema, drusen, and normal. The source im-

es were in grayscale with sizes ranging from 384×277 to
36×512 pixels, which were center-cropped and resized to
28×28 pixels for uniformity. We randomly sample 90,000
ages for training, 1,000 images for testing, 10,000 images for
lidation, and 1,000 images disjoint from the training dataset
r calibration.
Clinical Health Record Datasets
For the application of AdaptForget in clinical tabular data, we
ed three datasets of clinical health records: Autism Spectrum
sorder (ASD), Mart for Intensive Care III (MIMIC) Death
taset (MDD), and the Diabetes dataset.
ASD: This dataset for toddlers (Thabtah, 2017) contains 20
tures from 1,054 records used to identify influential autistic
its and enhance the classification of ASD. We randomly sam-
500 data points for training, 100 points for testing, and 100

ints disjoint from the training dataset for calibration.
MDD: Sourced from the MIMIC dataset (Johnson, 2016), it
ludes 4,309 records with 57 features used to predict patient
rtality, including information on rare diseases. We randomly

mple 3,000 data points for training, 500 points for testing, 800
ints for validation, and 400 points disjoint from the training
taset for calibration.
Diabetes: It contains responses from 441,455 individ-
ls with 330 features, and was processed to comprise
,485 records with 21 features for predicting diabetes inci-
nce (Smith, 1988). We randomly sample 20,000 points for
ining, 5,000 points for testing, 2,000 points for validation,
d 1,000 points disjoint from the validation dataset for cali-
ation.
For the seven datasets, we randomly sampled partial data
m the training dataset with percentages k from {0.25, 0.5,
5} for AdaptForget. We prepare query datasets with differ-

t sizesN from {1, 10, 100, 500, 1000, 2000}. A query dataset
t completely overlaps with the training dataset is labeled as
, while a query dataset that is completely disjoint with the

ining dataset is labeled QNO. In particular, we emphasize
single-entry data forgetting setting for the query dataset de-

ned to be forgotten by focusing on QF where N = 1. This
tting is critical to demonstrate the effectiveness of AdaptFor-
t in achieving reliable forgetting of single data points and

complying with stringent data privacy regulations. See T
ble C.2 for the summary of dataset splits and related concepts
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• We propose AdaptForget, a domain-adaptive feature-level unlearning 
framework. 

• Out-of-distribution guidance enables effective disentanglement of 
forgotten data. 

• Isolation verification distance provides interpretable auditability 
in feature space. 

• AdaptForget supports real-time single-entry forgetting for patient 
data privacy. 

• Extensive results on medical imaging and health records show state-
of-the-art gains. 
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